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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
revisions, configure workspace mode, and conduct policy imports and installations.

Topic 2
Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
configuration changes using scripts, and troubleshoot using the revision history.

Topic 3
Administration: This section covers how to understand FortiManager capabilities, perform initial
configurations, and set up administrative domains (ADOMs).

Topic 4
Troubleshooting: This section covers how to fmiliarize with FortiManager deployment scenarios and
troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.

Topic 5
Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
FortiGuard services and works with the global database ADOM.
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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q59-
Q64):
NEW QUESTION # 59 
Which configuration setting for FortiGate is part o an ADOM-level database on FortiManager?

A. SNMP
B. Security profiles
C. Routing
D. NSX-T Service Template

Answer: B

Explanation:
Security profiles are part of the ADOM-level database in FortiManager. These configurations allow for centralized management of
security settings like antivirus, web filtering, application control, and intrusion prevention. Security profiles are created and managed
under the Policy & Objects section, which operates at the ADOM level.

NEW QUESTION # 60 
If both FortiManager and FortiGate are behind NAT devices, what are the two expected results? (Choose two.)

A. FortiGate can announce itself to FortiManager only if the FortiManager non-NATed IP address is configured on FortiGate
under central management.
B. If the FGFM tunnel is torn down, FortiManager will try to re-establish the FGFM tunnel.
C. During discovery, the FortiManager NATed IP address is not set by default on FortiGate.
D. FortiGate is discovered by FortiManager through the FortiGate NATed IP address.

Answer: C,D

NEW QUESTION # 61 
Exhibit.

Which two statements about the output are true? (Choose two.)

A. Configuration changes have been installed on FortiGate, which means the FortiGate configuration has been changed.
B. The latest revision history for the managed FortiGate does match the FortiGate running configuration.
C. The latest revision history for the managed FortiGate does not match the device-level database.
D. Configuration changes directly made on FortiGate have been automatically updated to the device-level database.
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Answer: A,C

Explanation:
The output indicates that:
* The device's status is shown as "dev-db: modified" and "conf: in sync," which means that there is a difference between the device-
level database on FortiManager and the actual running configuration of the managed FortiGate. Therefore, the latest revision history
for the managed FortiGate does not match the device-level database, which confirms statement A as true.
* "dm: retrieved" status indicates that configuration changes have been installed on the FortiGate, confirming statement B as true. It
also means that the configuration has been modified, and those changes have been pulled from the FortiGate to the FortiManager.
Statements C and D are incorrect because:
* C is incorrect as it implies an automatic update, whereas "dev-db: modified" indicates changes have been made on the FortiGate
device that are not yet reflected in the FortiManager's database.
* D is incorrect because "dev-db: modified" shows that the device-level database and running configuration are not in sync.
FortiManager References:
* Refer to the FortiManager 7.4 Administrator Guide: Device Manager > Device Status to understand the
"dev-db" and "conf" status meanings.

NEW QUESTION # 62 
Refer to the exhibit. An administrator would like to create three ADOMs on FortiManager with different access levels based on
departments.
What two conclusions can you draw from the design shown in the exhibit? (Choose two.)

A. Policies and objects databases can be shared between the Financial and HR ADOMs.
B. An administrator with the super user profile can access all the VDOMs.
C. The administrator must configure FortiManager in workspace normal mode.
D. The FortiManager administrator must set the ADOM device mode to Advanced.

Answer: B,D

NEW QUESTION # 63 
An administrator enabled workspace mode and now wants to delete an address object that is currently referenced in a firewall
policy. Which two results can the administrator expect? (Choose two.)

A. FortiManager will replace the deleted address object with the none address object in the referenced firewall policy.
B. FortiManager will temporarily change the status of the referenced firewall policy to disabled.
C. FortiManager will not allow the administrator to delete a referenced address object until they lock the ADOM.
D. FortiManager will disable the status of the address object until the changes are installed.

Answer: A,C

Explanation:
When operating in workspace mode on FortiManager 7.4, the administrator must understand how object references and deletions
work:
* Option C- "FortiManager will not allow the administrator to delete a referenced address object until they lock the ADOM":In
workspace mode, all changes are managed within an Administrative Domain (ADOM) scope. When an object (like an address
object) is referenced in a policy, FortiManager prevents its deletion to maintain configuration integrity. The ADOM must be locked
by the administrator to make changes to any referenced objects. This locking mechanism ensures that no unintended deletions or



changes occur that could disrupt the policies or configuration.
* FortiManager Reference: "In workspace mode, changes to objects or policies require the ADOM to be locked. If an object is
referenced, you must lock the ADOM before deleting or modifying the object." (FortiManager 7.4 Administration Guide, Section on
Workspace Mode and ADOM Management)
* Option D- "FortiManager will replace the deleted address object with the none address object in the referenced firewall policy":If
the administrator attempts to delete an address object that is currently referenced by a firewall policy, FortiManager will replace the
deleted object with the 'none' address object. This is done to maintain the policy structure and avoid policy corruption due to a
missing reference. This behavior ensures that the firewall policy remains syntactically correct, even though the specific address object
is no longer in use.
* FortiManager Reference: "When a referenced object is deleted, FortiManager will replace it with a 'none' object in the policy. This
behavior is to ensure the integrity and continuity of the policy configurations." (FortiManager 7.4 Administration Guide, Object
Management and Policy Handling in Workspace Mode)

NEW QUESTION # 64
......
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