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operations management, privacy risk management, and privacy program assessment. CIPM exam is designed to ensure that
candidates have a thorough understanding of privacy laws, regulations, and best practices, as well as the ability to apply that
knowledge to real-world privacy challenges. CIPM Exam is also designed to test candidates' ability to manage privacy teams,
communicate effectively with stakeholders, and ensure compliance with privacy policies and procedures.

IAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q40-Q45):
NEW QUESTION # 40 
Which of the following controls does the PCI DSS framework NOT require?

A. Implement strong access control measures.
B. Maintain an information security policy.
C. Maintain a vulnerability management program.
D. Implement strong asset control protocols.

Answer: D

Explanation:
Explanation
The PCI DSS framework does not require implementing strong asset control protocols. Asset control protocols are policies and
procedures that govern how an organization manages its physical and digital assets, such as inventory, equipment, software, data,
etc. Asset control protocols may include aspects such as identification, classification, valuation, tracking, maintenance, disposal, etc.
Asset control protocols are important for ensuring the security and integrity of an organization's assets, but they are not part of the
PCI DSS framework.

NEW QUESTION # 41 
SCENARIO
Please use the following to answer the next QUESTION:
For 15 years, Albert has worked at Treasure Box - a mail order company in the United States (U.S.) that used to sell decorative
candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous states. Despite his years
of experience, Albert is often overlooked for managerial positions. His frustration about not being promoted, coupled with his recent
interest in issues of privacy protection, have motivated Albert to be an agent of positive change.
He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives aware of lapses
in the company's privacy program. He feels certain he will be rewarded with a promotion for preventing negative consequences
resulting from the company's outdated policies and procedures.
For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian Institute of
Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure Treasure Box's ability
to protect personal dat a. Albert has noticed that Treasure Box fails to meet the requirements of the highest level of maturity of this
model; at his interview, Albert will pledge to assist the company with meeting this level in order to provide customers with the most
rigorous security available.
Albert does want to show a positive outlook during his interview. He intends to praise the company's commitment to the security of
customer and employee personal data against external threats. However, Albert worries about the high turnover rate within the
company, particularly in the area of direct phone marketing. He sees many unfamiliar faces every day who are hired to do the
marketing, and he often hears complaints in the lunch room regarding long hours and low pay, as well as what seems to be flagrant
disregard for company procedures.
In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with internal audits and
updates to security safeguards. However, profits still seem to be affected and anecdotal evidence indicates that many people still
harbor mistrust. Albert wants to help the company recover. He knows there is at least one incident the public in unaware of, although
Albert does not know the details. He believes the company's insistence on keeping the incident a secret could be a further detriment
to its reputation. One further way that Albert wants to help Treasure Box regain its stature is by creating a toll-free number for
customers, as well as a more efficient procedure for responding to customer concerns by postal mail.
In addition to his suggestions for improvement, Albert believes that his knowledge of the company's recent business maneuvers will
also impress the interviewers. For example, Albert is aware of the company's intention to acquire a medical supply company in the
coming weeks.
With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the job.
On which of the following topics does Albert most likely need additional knowledge?

A. The requirements for a managerial position with privacy protection duties
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B. The possibility of delegating responsibilities related to privacy
C. The necessary maturity level of privacy programs
D. The role of privacy in retail companies

Answer: B

NEW QUESTION # 42 
SCENARIO
Please use the following to answer the next QUESTION:
Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients. Although IgNight's customer
base consists primarily of offices in the US, some individuals have been so impressed by the unique aesthetic and energy-saving
design of the light fixtures that they have requested IgNight's installations in their homes across the globe.
One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to notice some
unusual user activity on company files. From a cursory review, all the data still appears to be where it is meant to be but he can't
shake off the feeling that something is not right. He knows that it is a possibility that this could be a colleague performing unscheduled
maintenance, but he recalls an email from his company's security team reminding employees to be on alert for attacks from a known
group of malicious actors specifically targeting the industry.
Ben is a diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-working
colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but wants to be prepared so
he can demonstrate his knowledge in this area and plead his case for a promotion.
Going forward, what is the best way for IgNight to prepare its IT team to manage these kind of security events?

A. Tabletop exercises.
B. Update its data inventory.
C. Share communications relating to scheduled maintenance.
D. IT security awareness training.

Answer: A

Explanation:
The best way for IgNight to prepare its IT team to manage these kind of security events is to conduct tabletop exercises. Tabletop
exercises are simulated scenarios that test the organization's ability to respond to security incidents in a realistic and interactive way.
Tabletop exercises typically involve:
A facilitator who guides the participants through the scenario and injects additional challenges or variables A scenario that describes
a plausible security incident based on real-world threats or past incidents A set of objectives that define the expected outcomes and
goals of the exercise A set of questions that prompt the participants to discuss their roles, responsibilities, actions, decisions, and
communications during the incident response process A feedback mechanism that collects the participants' opinions and suggestions
on how to improve the incident response plan and capabilities Tabletop exercises help an organization prepare for and deal with
security incidents by:
Enhancing the awareness and skills of the IT team and other stakeholders involved in incident response Identifying and addressing
the gaps, weaknesses, and challenges in the incident response plan and process Improving the coordination and collaboration among
the IT team and other stakeholders during incident response Evaluating and validating the effectiveness and efficiency of the incident
response plan and process Generating and implementing lessons learned and best practices for incident response The other options
are not as effective or useful as tabletop exercises for preparing the IT team to manage security events. Updating the data inventory
is a good practice for maintaining an accurate and comprehensive record of the personal data that the organization collects,
processes, stores, shares, or disposes of. However, it does not test or improve the organization's incident response capabilities or
readiness. IT security awareness training is a good practice for educating the IT team and other employees on the basic principles
and practices of cybersecurity. However, it does not simulate or replicate the real-world situations and challenges that the IT team
may face during security incidents. Sharing communications relating to scheduled maintenance is a good practice for informing the IT
team and other stakeholders of the planned activities and potential impacts on the IT systems and infrastructure. However, it does
not prepare the IT team for dealing with unplanned or unexpected security events that may require immediate and coordinated
response. Reference: CISA Tabletop Exercise Packages; Cybersecurity Tabletop Exercise Examples, Best Practices, and
Considerations; Six Tabletop Exercises to Help Prepare Your Cybersecurity Team

NEW QUESTION # 43 
When implementing Privacy by Design (PbD), what would NOT be a key consideration?

A. Limitations on liability.
B. Data minimization.



C. Collection limitation.
D. Purpose specification.

Answer: A

Explanation:
Limitations on liability are not a key consideration when implementing Privacy by Design (PbD). PbD is a methodology that aims to
protect privacy by embedding it into the design of systems and data. The key considerations for PbD are based on seven principles
that include collection limitation, data minimization, and purpose specification, among others. Limitations on liability are more relevant
for contractual or legal aspects of privacy, not for design or engineering aspects. References: CIPM Study Guide, page 25; The 7
Principles of Privacy by Design.

NEW QUESTION # 44 
SCENARIO
Please use the following to answer the next QUESTION:
Richard McAdams recently graduated law school and decided to return to the small town of Lexington, Virginia to help run his aging
grandfather's law practice. The elder McAdams desired a limited, lighter role in the practice, with the hope that his grandson would
eventually take over when he fully retires. In addition to hiring Richard, Mr. McAdams employs two paralegals, an administrative
assistant, and a part-time IT specialist who handles all of their basic networking needs. He plans to hire more employees once
Richard gets settled and assesses the office's strategies for growth.
Immediately upon arrival, Richard was amazed at the amount of work that needed to done in order to modernize the office, mostly in
regard to the handling of clients' personal data. His first goal is to digitize all the records kept in file cabinets, as many of the
documents contain personally identifiable financial and medical data. Also, Richard has noticed the massive amount of copying by the
administrative assistant throughout the day, a practice that not only adds daily to the number of files in the file cabinets, but may
create security issues unless a formal policy is firmly in place Richard is also concerned with the overuse of the communal copier/
printer located in plain view of clients who frequent the building. Yet another area of concern is the use of the same fax machine by
all of the employees. Richard hopes to reduce its use dramatically in order to ensure that personal data receives the utmost security
and protection, and eventually move toward a strict Internet faxing policy by the year's end.
Richard expressed his concerns to his grandfather, who agreed, that updating data storage, data security, and an overall approach to
increasing the protection of personal data in all facets is necessary Mr. McAdams granted him the freedom and authority to do so.
Now Richard is not only beginning a career as an attorney, but also functioning as the privacy officer of the small firm. Richard plans
to meet with the IT employee the following day, to get insight into how the office computer system is currently set-up and managed.
Richard needs to closely monitor the vendor in charge of creating the firm's database mainly because of what?

A. The vendor may not be forthcoming about the vulnerabilities of the database.
B. The vendor may not be aware of the privacy implications involved in the project.
C. The vendor will be required to report any privacy violations to the appropriate authorities.
D. The vendor will be in direct contact with all of the law firm's personal data.

Answer: D

Explanation:
The main reason why Richard needs to closely monitor the vendor in charge of creating the firm's database is that the vendor will be
in direct contact with all of the law firm's personal data. This means that the vendor will have access to sensitive and confidential
information about the law firm's clients, such as their financial and medical data, which could expose them to identity theft, fraud, or
other harms if mishandled or breached.
Therefore, Richard needs to ensure that the vendor follows the best practices of data protection and security, such as:
* Signing a data processing agreement that specifies the scope, purpose, duration, and terms of the data processing activities, as well
as the rights and obligations of both parties.
* Implementing appropriate technical and organizational measures to protect the data from unauthorized or unlawful access, use,
disclosure, alteration, or destruction, such as encryption, access control, backup and recovery, logging and monitoring, etc.
* Complying with the relevant laws and regulations that govern the collection, use, transfer, and retention of personal data, such as
the GDPR or other local privacy laws.
* Reporting any data breaches or incidents to the law firm and the relevant authorities as soon as possible and taking corrective
actions to mitigate the impact and prevent recurrence.
* Deleting or returning the data to the law firm after the completion of the project or upon request.

NEW QUESTION # 45
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