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Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q43-Q48):

NEW QUESTION # 43
Refer to the exhibit.

g diagnose sys session list

session info: proto=é proto_ state=(l duration=39 expire=3593 timeocut=3600 flags=00000000
socktype=0) sockport=0 av_idx=0 use=q

state=may dirty npu

orgin->sink: org pre->post, reply pre->post dev=7->5/5->7 gwy=10.1001001/10.9.31.160
hook=pre dir=org act=noop 10.9.31.160:7932->10.0.1.7:22(0.0.0.0:0)

hook=post dir=reply act=noop 10.0.1.7:22->10.9.31.160:7932(0.080.9:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=l auth info=0 chk client info=0 wd=0

serial=00045202 tos=ff/ff app list=0 app=0 url_cat=0

sdwan_mbr_seqel sdwan_service_ide]l - -

rpdb_link idw80000000 rpdb svc_ide( ngfwiden/a — HTII lE
npu_state=0x4000c00 e

npu info: flagm0x81/0x81, offloadm8/8, ips_offleadmeyf0, epid=64/76, ipid=76/64,
vlan=0x0000/0x0000

v1ifid=76/64, vrtag_in=0x0000/0x0000 in_npusldlip out_npu=1/1, fwd_en=0/0, gid=2/2

reflect info 0:

devw=7->6/6->7

npu_state=0x4000800

npu info: flag=0x00/0x81, offload=0VE, Yips offload=0/0, epid=0/76, ipid=0/65, wlan=0x0000/0x0000
vlifid=0/65, vtag_in=0x0000/0x0000in npu=0/1, out_npu=0/1, fwd_en=0/0, qid=0/2

total reflect session num: 1

total session 1

# diagnose netlink interface.slist
if=portl family=00 type=l index=5 mtu=1500 link=0 master=(Q

ifeport2 family=00 type=l index=6 mtu=1500 link=0 master=({
ifsport3 family=00 type=l index=7 mtu=1500 linke(0 master=(Q

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports
hardware offloading, Based on the information shown in the exhibits, which two statements about the session are true? (Choose
two.)

A. The main session cannot be offloaded to hardware.

B. The reply direction of the asymmetric traffic flows fromport2 to port3.
C. The auxiliary session can be offloaded to hardware.

D. The original direction of the symmetric traffic flows from port3 to port2.

Answer: B,C

NEW QUESTION # 44
Refer to the exhibit.
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Exhibit A

fgt # show vpn ipsec phasel-interface T_INET 1
config vpn ipsec phasel-interface
edit "T_INET_ 1"
sst type dynamic
set interface "porti”™
met 1ke-version 2
set keylife ZBEQ0
set peertype any
set net-device disable
set proposal aesl2@-shalSée
aat add-route disable
set auto-discovery-sender snable
aet paksecret ENC lﬂltI‘GF.O:!.‘-“-:ipieilh;lﬂﬁ;ou+mgg5m;xh2!?3£2p3xs.-‘
JvScshReQiNEJOIEtuqgDEmAWT G2 ZLT1aR3/ i hAsAY 4t v) veS+3CuTnO0I2tuddaM?
uzdvaBTNbNzh3/EhbJytsCag==
next
end

Exhibit B L

=l

FeemTinE RO -

h6%.1.9:0->192.2.0.910 tun_1d=192.2.0.% tun 1d6=::10.0.0.10

name=T_INET 1 0 wery2

det_mtu=0 dpd- n 1

bound_1£=4 ] tun=intf mode=dial_inst/3 encap=none/74406 options(liZat]=npu rgwy-chg
re.

frag-ric le=primary acc

ept_trafficel overlay id=(0

parant=I INET 1 index=0

proxyid muw®l child pum™) refcnt=é ilast=( clast=42855943 adw/0

stat: rup=il txp=( rxb=1280 txb=0

dpd: mode=cn-~demand o=l 1dle=2000{ms zetzry=3 count={ seqno=0

natt: mode=none draft=0 interval=0 remote_port=(

fec: egress=0 ingress=0

proxyid=T INET 1 0 proto=() sa=l ref=2 serial=l

src: 0:0.0.0.0-255,.255.255.255:0

dst: 0:10.0.1.0-10.0.1.255:0

SA: pef=3 cptions=i0E03 type=00 scft=0 mtu=1280 expire=1774/0B replaywin=2048
segne=l esn=0 replaywin_lastseq=00000021 gat=0 rekey=( hash_search_ len=l
life: types0l bytes=0/0 timecut=1791/1800

dec: spi=Tcl76el4 esp=aes key=lé E54Tefb42dl4B8cE682fblafld0lfE12d

ah=shal key=20 f0d3acBlS2dle79fbbe25l62f3ccf{06f1lalélbs

enc: api=809£3d49 esp=aes key=16 chbE7f6d5f6alfifelablBbi53dd4TEZE

ah=shal key=20 d01824fef27ad785d49453d4623907d42465381 5
dec:pkta/bytes=64/2560, enc:pkta/bytes=0/0

npu_flag=00 npu_rgwy=192.2.0.9 npu_lgwy=100.64.1.9% npu_selid=¢ dec_npuid=0 enc_npuid=0

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true?
(Choose two.)

A. FortiGate facilitated the negotiation ofthe T INET 1 0 0 ADVPN shortcut over T INET 1 0.

B. Dead peer detection is disabled.

C. The phase 1 configuration supports the network-overlay setting. Most Voted

D. FortiGate does not mnstall [Psec static routes for remote protected networks in the routing table. Most Voted

Answer: A,D

NEW QUESTION # 45
Refer to the exhibit.



config system sdwan
set fail-detect enable
set fail-alert-interfaces "port5"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 12
next
edit "HQ" ==RTINET
set, Update-cascade-interface enable
sSer members 3
next

end

end
Based on the exhibit, which action does FortiGate take?

A. FortiGate brings down port5 after it detects all SD-WAN members as dead.

B. FortiGate brings up port5 after it detects all SD-WAN members as alive.

C. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.
D. FortiGate bounces port5 after it detects all SD-WAN members as dead.

Answer: C

NEW QUESTION # 46
Refer to the exhibits.
Exhibit A -
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Exhibit B -
dcl_fgt # show system global
config system global

set admin-https-redirect disa?&a.-

set admintimeout 480 -:RTINET
set alias "FortiGate-VMéd4d"
set hostname "dcl_fgt"

set timezone 04
end

dcl_fgt # show system ‘Ssettings
config system settiinys
set tcp-sesggidn-without-syn enable
set allow&slubnet-overlap enable
set gui-allow-unnamed-policy enable
set gui-multiple-interface-policy enable
end
Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and de1_fgt. Exhibit B shows the system global

and system settings configuration on dc1_fgt.
‘When branchl _client establishes a connection to dc1_host, the administrator observes that, ondc1_fgt, the reply traffic is routed




over T INET 0 0, eventhough T INET 1 0 is the preferred member in the matching SD-WAN rule.
Based on the information shown in the exhibits, what configuration change must be made ondc1_fgt so dcl_fgt routes the reply
traffic over T INET 1 0?

A. Disable tp-session-without-syn under config system settings.
B. Disable allow-subnet-overlap under config system settings.
C. Enable auxiliary-session under config system settings.

D. Enable snat-route-change under config system global.

Answer: C

NEW QUESTION # 47
Refer to the exhibit.

bran gt B =P I F FI= Sfan service 3

Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla

Gen(5), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(priority), link-cost-
factor(latency), link-cost-threshold(10), heath-check (VPN _PING)
Members (3):
l: Seq num(3 T_INET 0 _0), alive, latency: 101.349, selected
2: Seq num(4 T_INET 1 0), alive, latency: 151.278, selected
3: Seq_num(5 T_MPLS_0), alive, latency: 200.984, selected
Src address(l):

10.0.1.0-10.0.1.255

Dst address(l):
10.0.0.0-10,255.255.255

branchl_fgt (3) ¥ show
config service
edit 3
set name "Corp"
set mode priority
set dst "Corp-net"
set src "LAN-net"
set health-check "VPN_PING"
set priority-members 3 4 5
next
end

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured latency will make T MPLS 0 the new preferred member?

A. WhenT MPLS 0 has a latency of 100 mrs.

B. WhenT INET 0 Oand T MPLS 0 have the same latency.
C. WhenT_NIPLS 0 has a latency of 80 mrs.

D. When T INET 0 0 has a latency of 250 mrs.

Answer: C

NEW QUESTION # 48
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