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Microsoft Security Operations Analyst Sample Questions (Q366-Q371):

NEW QUESTION # 366

You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant.

You need to identify all the changes made to Domain Admins group during the past 30 days.
‘What should you use?

e A. the Modifications of sensitive groups report in Microsoft Defender for Identity
e B. the Azure Active Directory Provisioning Analysis workbook
e C. the Overview settings of Insider risk management
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e D. the identity security posture assessment in Microsoft Defender for Cloud Apps

Answer: A

NEW QUESTION # 367

You need to configure DC1 to meet the business requirements.

‘Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

Provide domain administrator credentials
to the litware.com Active Directory domain.

Create an instance of Microsoft Defender
for Identity.

'Provide global administrator credentials
to the litware.com Azure AD tepanit.

Install the sensor on DC1. l

Install the standalone sensor on DC1. M N a
iIcrosoft

Answer:

Explanation:
Answer Area

Provide global administrator credentials to the

htwq\ﬁ .com Azure AD tenant.
- ICroso

Create an instance of Microsoft Defender for
|dentity.

Provide domain administrator credentials to the
litware.com Active Directory domain.

Install the sensor on DC1.

1 - Provide global administrator credentials to the litware.com Azure AD tenant.
2 - Create an instance of Microsoft Defender for Identity.

3 - Provide domain administrator credentials to the litware.com Active Directory domain.
4 - Install the sensor on DC1.

Explanation:

Step 1: log in to https//portal.atp.azure.comas a global admin

Step 2: Create the instance

Step 3. Connect the instance to Active Directory

Step 4. Download and install the sensor.

Reference:

https:/docs.microsoft.com/en-us/defender-for-identity/install-step 1



httpsz//docs.microsoft.com/en-us/defender-for-identity/install-step4

NEW QUESTION # 368

You manage the security posture of an Azure subscription that contains two virtual machines name vml and vm2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Both virtual machines have inbound rules that allow ac.gs
from either Any or Internet ranges. '

Microsoft

Both virtual machines have management ports expose! o
directly to the internet.

If you enable just-in-ime network access controls on all virtual
machines, you will increase the secure score by four point.

Answer:
Explanation:

Answer Area | IVT
m Microsoft

m Yes No
Both virtual machines have inbound nﬁﬁeﬁloﬁgess =]

Statements

from either Any or Internet r e 1Q1 O
Both virtual machiré gement ports exposed o o)
directly to the internet. e
If you enable just-in-time network access controls on all virtual — -

I O | O

machines, you will increase the secure score by four point. -~
Explanation:



Answer Area

Statements Yes No

| . O
Both vittdal machises Habe inbound n%ﬁ@!lo&access o 6

from either Any or Internet ranges, &

Both virtual machin§ ahagement ports exposed O 0
directly to the internét.

If you enable just-in-time network access controls on all virtual

machines, you will increase the secure score by four point.
Reference:

https://techcommunity. microsoft.comvt5/azure-security-center/security-control-restrict-unauthorized-network- access/ba-p/1593833
https//techcommunity. microsoft.com/tS/azure-security-center/security-control-secure-management-ports/ba-p

/1505770

O O

NEW QUESTION # 369
From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.

If you hover over the virtual machiné nairned M l C I‘OSO t ] v

you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events

the open ports on the host

the running processes

If you select [answer choice], you can navigate | ‘ v
to the bookmarks related lo the incident. Entiies

Info

Insights

Timeline

Answer:

Explanation:



If you hover over the virtual machine named vm1, v
you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events
the open ports on the host
€ running processes

If you select [answer choice], you can navigate t v
to the bookmarks related to the incident.

A

Reference:
https://docs.microsoft.comven-us/azure/sentinel/ tutorial- nvestigate- cases#use-the- investigation- graph-to-deep-dive

NEW QUESTION # 370
Youneed to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.

What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces v

required in the Azure subscri tion of Fabrikam: 0
1
2
3
Query element required to-correlate data between |V
tenants: extend
project
workspace
Answer:
Explanation:
Minimum number of Log Analytics workspaces v

required in the Azure subscription of Fabrikam:

Query element required to correlate data between
tenants:

Reference:
httpsz/docs.microsoft.conven-us/azure/sentinel/extend-sentinel-across-workspaces-tenants



NEW QUESTION # 371
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