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Pure Storage Portworx-Enterprise-Professional Exam Syllabus Topics:

Topic Details

Topic 1
Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problems effectively.

Topic 2
Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to
support containerized applications reliably and securely.

Topic 3
Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how
to sustain business operations and data availability using Portworx features.

Topic 4
Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.

Topic 5

Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage
environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage
clusters in production environments.
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Professional practice materials can adapt to different consumer groups. Facts speak louder than words. Through years’ efforts, our
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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q62-Q67):
NEW QUESTION # 62 
What is the purpose of setting a defragmentation schedule in Portworx?

A. To monitor the health of the storage cluster.
B. To back up data to the cloud.
C. To improve performance by running defragmentation during low workload periods.

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Defragmentation in Portworx reorganizes storage blocks to reduce fragmentation caused by frequent write and delete operations.
Scheduling defragmentation during low workload periods ensures minimal impact on application performance while improving
storage efficiency and I/O throughput. This optimization leads to faster read/write operations and prolongs the lifespan of storage
devices by minimizing random I/O. Portworx provides administrators the ability to define defragmentation windows and recurrence
policies within cluster configurations to automate this process. The official Portworx documentation explains that carefully timed
defragmentation is critical to maintaining optimal cluster performance without disrupting business-critical workloads, making it an
essential part of ongoing cluster maintenance and operational health【Pure Storage Portworx Performance Guide source】.

NEW QUESTION # 63 
A Portworx administrator wants to control which nodes will host a KVDB installation.
What steps must an administrator take to ensure that KVDB installs on NODE01, NODE03, and NODE05?

A. Label NODE01, NODE03, and NODE05 with 'px1/metadata-node=true' prior to installation.
B. Change the following in the 'StorageCluster' spec prior to installation:
spec:
kvdb:
selector:
matchNodeName:
- NODE01
- NODE03
- NODE05
C. It is not possible to configure the location of the KVDB prior to installation.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx provides a mechanism to control KVDB pod placement through the kvdb.selector.matchNodeName field in the
StorageCluster Custom Resource Definition (CRD). This allows administrators to explicitly specify node names where KVDB pods
will be deployed. By setting this selector to include NODE01, NODE03, and NODE05, KVDB pods will run exclusively on these
nodes, ensuring better control of quorum, fault tolerance, and performance. Node labeling alone is insufficient unless the labels are
properly referenced in the spec, making direct node name matching the most straightforward and reliable method. This configuration
must be done prior to cluster installation to ensure proper pod placement. Official Portworx documentation on cluster deployment
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and KVDB configuration confirms this method as the recommended best practice for managing KVDB nodes, critical for
maintaining database availability and consistency within the Portworx cluster【Pure Storage Portworx Install Guide source】.

NEW QUESTION # 64 
What is the name of the Kubernetes secret containing external KVDB certificates?

A. px-kvdb
B. px-kvdb-cert
C. px-kvdb-auth

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Kubernetes secret named px-kvdb-auth is used to store external KVDB certificates in a Portworx deployment. These
certificates enable mutual TLS authentication for the KVDB pods, ensuring secure and authenticated communication between the
distributed KVDB instances running on different nodes. The px-kvdb-auth secret includes private keys and certificate chains that are
essential for encrypting KVDB traffic and verifying peer identities within the cluster. This security feature prevents unauthorized
access and protects sensitive KVDB data in transit. Portworx's official security and KVDB documentation detail the use of this
secret, highlighting its role in certificate management and enabling encryption for high-availability clusters running on Kubernetes
environments【Pure Storage Portworx Security Guide source】.

NEW QUESTION # 65 
An application team is preparing to deploy an ElasticSearch application and wants all Portworx volumes created in 6 specific
Kubernetes nodes.
Which Portworx feature should they use to achieve this?

A. Stork
B. Autopilot
C. Volume placement strategy

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To ensure Portworx volumes for an ElasticSearch application are created only on specific Kubernetes nodes, the Volume Placement
Strategy feature is used. This feature allows administrators to define node affinity or anti-affinity rules that restrict volume provisioning
to a subset of nodes. By tagging the six nodes with appropriate labels and configuring the StorageClass or volume parameters to
respect these labels, Portworx guarantees that volumes will only be provisioned on those nodes. This targeted volume placement is
critical for performance optimization, data locality, and compliance with infrastructure constraints. Autopilot automates scaling and
Stork manages storage-aware scheduling but does not directly control volume node placement. The Portworx deployment
documentation highlights Volume Placement Strategy as the tool for precise volume-to-node mapping in Kubernetes clusters【Pure
Storage Portworx Deployment Guide source】.

NEW QUESTION # 66 
A Portworx administrator wants to create a storage class that can be used to create volumes with the following characteristics:
* Encrypted volume
* Two replicas
Which definition should the administrator use?

A. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
encrypted: "true"



repl: "2"
B. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
secure: "true"
repl: "2"
C. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
sharedv4: "true"
repl: "2"

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To create a StorageClass in Kubernetes for Portworx volumes that are encrypted and replicated twice, the correct parameters are
encrypted: "true" to enable encryption and repl: "2" to specify two replicas. Option A accurately sets these parameters, ensuring
volumes provisioned with this StorageClass will be encrypted at rest and maintain two replicas for data redundancy. Option B uses
sharedv4: "true", which relates to NFS-like sharing, not encryption. Option C uses secure: "true", which is not the recognized
parameter for enabling encryption in Portworx StorageClass definitions. The official Portworx StorageClass parameter
documentation confirms encrypted as the correct flag for encryption and repl to specify replication factor, enabling administrators to
enforce data security and availability policies declaratively through Kubernetes manifests【Pure Storage Portworx StorageClass
Guide source】.
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