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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q376-Q381):
NEW QUESTION # 376 
You have instances running on your VPC. You have both production and development based instances
running in the VPC. You want to ensure that people who are responsible for the development instances don't
have the access to work on the production instances to ensure better security. Using policies, which of the
following would be the best way to accomplish this? Choose the correct answer from the options given below

A. Launchthe test and production instances in different Availability Zones and use MultiFactor
Authentication
B. Launchthe test and production instances in separate VPC's and use VPC peering
C. Definethe tags on the test and production servers and add a condition to the lAMpolicy which allows
access to specific tags
D. Createan 1AM policy with a condition which allows access to only instances that areused for production
or development

Answer: C

Explanation:
Explanation
You can easily add tags which define which instances are production and which are development instances
and then ensure these tags are used when controlling access via an 1AM policy.
For more information on tagging your resources, please refer to the below link:
* http://docs.aws.a
mazon.com/AWSCC2/latest/UserGuide/Usi ng_Tags.html

NEW QUESTION # 377 
A new zero-day vulnerability was found in OpenSSL requiring the immediate patching of a production web fleet running on Amazon
Linux. Currently, OS updates are performed manually on a monthly basis and deployed using updates to the production Auto
Scaling Group's launch configuration. Which method should a DevOps Engineer use to update packages in-place without downtime?

A. Define a new AWS OpsWorks layer to match the running production instances, and use a recipe to issue a package
update command to all running production instances.
B. Use AWS Inspector to run "yum upgrade" on all running production instances, and manually update the AMI for the next
maintenance window.
C. Use Amazon EC2 Run Command to issue a package update command to all running production instances, and update the
AMI for future deployments.
D. Use AWS CodePipline and AWS CodeBuild to generate new copies of these packages, and update the Auto Scaling
group's launch configuration.

Answer: C

Explanation:
https://aws.amazon.com/blogs/aws/ec2-run-command-is-now-a-cloudwatch-events-target/
" EC2 Run Command is part of EC2 Systems Manager. It allows you to operate on collections of EC2 instances and on-premises
servers reliably and at scale, in a controlled and selective fashion. You can run scripts, install software, collect metrics and log files,
manage patches, and much more, on both Windows and Linux."

NEW QUESTION # 378 
A company is deploying a new mobile game on AWS for its customers around the world. The Development team uses AWS Code
services and must meet the following requirements:
- Clients need to send/receive real-time playing data from the backend frequently and with minimal latency
- Game data must meet the data residency requirement
Which strategy can a DevOps Engineer implement to meet their needs?



A. Deploy the backend application to multiple regions. Any update to the code repository triggers a two-stage build and
deployment pipeline. A successful deployment in one region invokes an AWS Lambda function to copy the build artifacts to
an Amazon S3 bucket in another region. After the artifact is copied, it triggers a deployment pipeline in the new region.
B. Deploy the backend application to multiple regions. Any update to the code repository triggers a two-stage build-and-
deployment pipeline in the region. After a successful deployment in the region, the pipeline invokes the pipeline in another
region and passes the build artifact location. The pipeline uses the artifact location and deploys applications in the new region.
C. Deploy the backend application to multiple Availability Zones in a single region. Create an Amazon CloudFront distribution
to serve the application backend to global customers. Any update to the code repository triggers a two-stage build-and-
deployment pipeline. The pipeline deploys the backend application to all Availability Zones.
D. Deploy the backend application to multiple regions. Use AWS Direct Connect to serve the application backend to global
customers. Any update to the code repository triggers a two-stage build-and-deployment pipeline in the region. After a
successful deployment in the region, the pipeline continues to deploy the artifact to another region.

Answer: D

NEW QUESTION # 379 
A company is implementing AWS CodePipeline to automate its testing process. The company wants to be notified when the
execution state fails and used the following custom event pattern in Amazon CloudWatch:

Which type of events will match this event pattern?

A. All the events across all pipelines.
B. Failed deploy and build actions across all the pipelines.
C. All rejected or failed approval actions across all the pipelines.
D. Approval actions across all the pipelines.

Answer: D

NEW QUESTION # 380 



A root account has created an IAM group and defined the policy as:

What will this policy do?

A. Allow this group to view the password policy of all the IAM users
B. Allow this group to view the password policy of all the users added only to that group
C. Allow all the users of IAM to modify their password
D. Allow an IAM user in this group to view the password policy and modify only his/her password

Answer: D

Explanation:
This IAM policy grants access to the ChangePassword action, which lets the users use the console, the CLI, or the API to change
their passwords. The Resource element uses a policy variable (aws:username), which is useful in policies that are attached to groups.
The aws:username key resolves to the name of the current IAM user when a request is made, so that each user is allowed
permission to change only his or her own password
. This policy will allow all the users of this group to modify the passwords of all the IAM users.
Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/HowToPwdIAMUser.html

NEW QUESTION # 381
......
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