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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q11-Q16):
NEW QUESTION # 11 
A security team receives reports of multiple files causing suspicious activity on users' workstations. The file attempted to access
highly confidential information in a centralized file server. Which two actions should be taken by a security analyst to evaluate the file
in a sandbox? (Choose two.)

A. Inspect processes.
B. Inspect file type.
C. Inspect registry entries
D. Inspect PE header.
E. Inspect file hash.

Answer: A,E

Explanation:
Explanation/Reference: https://medium.com/@Flying_glasses/top-5-ways-to-detect-malicious-file-manually- d02744f7c43a

NEW QUESTION # 12 
Over the last year, an organization's HR department has accessed data from its legal department on the last day of each month to
create a monthly activity report. An engineer is analyzing suspicious activity alerted by a threat intelligence platform that an authorized
user in the HR department has accessed legal data daily for the last week. The engineer pulled the network data from the legal
department's shared folders and discovered above average-size data dumps. Which threat actor is implied from these artifacts?

A. internal user errors
B. external exfiltration
C. privilege escalation
D. malicious insider

Answer: D

NEW QUESTION # 13 

Refer to the exhibit. After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The
attack exploited a vulnerability in a business critical, web-based application and violated its availability. Which two migration
techniques should the engineer recommend? (Choose two.)

A. address space randomization
B. encapsulation
C. NOP sled technique
D. data execution prevention

https://www.vceengine.com/300-215-vce-test-engine.html


E. heap-based security

Answer: A,D

NEW QUESTION # 14 
An incident response team is recommending changes after analyzing a recent compromise in which:
* a large number of events and logs were involved;
* team members were not able to identify the anomalous behavior and escalate it in a timely manner;
* several network systems were affected as a result of the latency in detection;
* security engineers were able to mitigate the threat and bring systems back to a stable state; and
* the issue reoccurred shortly after and systems became unstable again because the correct information was not gathered during the
initial identification phase.
Which two recommendations should be made for improving the incident response process? (Choose two.)

A. Formalize reporting requirements and responsibilities to update management and internal stakeholders throughout the
incident-handling process effectively.
B. Implement an automated operation to pull systems events/logs and bring them into an organizational context.
C. Improve the mitigation phase to ensure causes can be quickly identified, and systems returned to a functioning state.
D. Modify the incident handling playbook and checklist to ensure alignment and agreement on roles, responsibilities, and steps
before an incident occurs.
E. Allocate additional resources for the containment phase to stabilize systems in a timely manner and reduce an attack's
breadth.

Answer: B,D

Explanation:
The Cisco study material recommends integrating automation for log/event collection and contextual analysis to reduce detection
delays and ensure rapid identification of anomalies. It also emphasizes the need for pre- defined roles and documented steps in
anIncident Handling Playbook, following NIST SP 800-61 Rev.2 standards, to improve consistency and readiness during incidents.

NEW QUESTION # 15 
Refer to the exhibit.



According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose
two.)

A. Server: nginx
B. Hash value: 5f31ab113af08=1597090577
C. Domain name: iraniansk.com
D. filename= "Fy.exe"
E. Content-Type: application/octet-stream

Answer: C,D

Explanation:
From the Wireshark capture:
* A (iraniansk.com): This domain isnot a known legitimate resourceand is hosting a suspicious file named "Fy.exe," strongly
indicative of amalware distribution domain.
* D (Fy.exe): TheContent-Disposition: attachment; filename="Fy.exe"header explicitly signals abinary executabledownload, a key



indicator in Emotet campaigns.
WhileContent-Type: application/octet-stream(E) is typical of binary data transfers, it isnot uniqueto malware and cannot by itself
serve as a strong IoC. Thenginx server (B)andcookie/hash string (C)similarly do not uniquely indicate compromise.

NEW QUESTION # 16
......
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