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Cisco Securing Networks with Cisco Firepower Sample Questions (Q349-
Q354):
NEW QUESTION # 349 
An administrator is working on a migration from Cisco ASA to the Cisco FTD appliance and needs to test the rules without
disrupting the traffic. Which policy type should be used to configure the ASA rules during this phase of the migration?

A. identity
B. Prefilter
C. Access Control
D. Intrusion

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-
Tool/b_Migration_Guide_ASA2FTD_chapter_01011.html

NEW QUESTION # 350 
What is a functionality of port objects in Cisco FMC?

A. to represent all protocols in the same way
B. to mix transport protocols when setting both source and destination port conditions in a rule
C. to represent protocols other than TCP, UDP, and ICMP
D. to add any protocol other than TCP or UDP for source port conditions in access control rules.

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/reusable_objects.html

NEW QUESTION # 351 
An organization recently implemented a transparent Cisco FTD in their network. They must ensure that the device does not respond
to insecure SSL/TLS protocols. Which action accomplishes this task?

A. Use the Cisco FTD platform policy to change the minimum SSL version on the device to TLS 1.2.
B. Modify the device's settings using the device management feature within Cisco FMC to force only secure protocols.
C. Configure a FlexConfig object to disable any insecure TLS protocols on the Cisco FTD device.
D. Enable the UCAPL/CC compliance on the device to support only the most secure protocols available.

Answer: A

NEW QUESTION # 352 
An engineer runs the command restore remote-manager-backup location 2.2.2.2 admin /Volume/home/admin FTD408566513.zip
on a Cisco FMC. After connecting to the repository, the Cisco FTD device is unable to accept the backup file. What is the reason
for this failure?

A. The backup file extension was changed from .tar to .zip.
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B. The wrong IP address is used.
C. The backup file is not in .cfg format.
D. The directory location is incorrect.

Answer: A

Explanation:
Reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/BRKSEC-3455.pdf

NEW QUESTION # 353 
An administrator receives reports that users cannot access a cloud-hosted web server. The access control policy was recently
updated with several new policy additions and URL filtering.
What must be done to troubleshoot the issue and restore access without sacrificing the organization's security posture?

A. Create a new access control policy rule to allow ports 80 and 443 to the FQDN of the web server.
B. Verify the blocks using the packet capture tool and create a rule with the action monitor for the traffic.
C. Download a PCAP of the traffic to verify the blocks and use the FlexConfig to override the existing policy.
D. Review the output in connection events to validate the block, and modify the policy to allow the traffic.

Answer: D

NEW QUESTION # 354
......
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