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NEW QUESTION # 452 
A company is looking at sending historical backups containing customer PII to a cloud service provider to save on storage costs.
Which of the following is the MOST important consideration before making this decision?

A. Geography
B. Data sovereignty
C. Vendor lock-in
D. Availability

Answer: B

NEW QUESTION # 453 
An organization's assessment of a third-party, non-critical vendor reveals that the vendor does not have cybersecurity insurance and
IT staff turnover is high. Theorganization uses the vendor to move customer office equipment from one service location to another.
The vendor acquires customer data and access to the business via an API.
Given this information, which of the following is a noted risk?

A. Feature delay due to extended software development cycles
B. Financial liability from a vendor data breach
C. Technical impact to the API configuration
D. The possibility of the vendor's business ceasing operations

Answer: A

Explanation:
Reference: https://legal.thomsonreuters.com/en/insights/articles/data-breach-liability

NEW QUESTION # 454 
An organization recently completed a security controls assessment. The results highlighted the following vulnerabilities:
- Out-of-date definitions
- Misconfigured operating systems
- An inability to detect active attacks
- Unimpeded access to critical servers' USB ports
Which of the following will most likely reduce the risks that were identified by the assessment team?

A. Update antivirus definitions, install NGFW with logging enabled, use USB port lockers, and run SCAP scans weekly.
B. Install EDR on endpoints, configure group policy, lock server room doors, and install a camera system with guards
watching 24/7.
C. Implement a vulnerability management program and a SIEM tool with alerting, install a badge system with zones, and
restrict privileged access.
D. Create an information security program that addresses user training, perform weekly audits of user workstations, and utilize
a centralized configuration management program.

Answer: A

NEW QUESTION # 455 
A small business requires a low-cost approach to theft detection for the audio recordings it produces and sells.
Which of the following techniques will MOST likely meet the business's needs?

A. Purchasing and installing a DRM suite
B. Implementing steganography
C. Adding identifying filesystem metadata to the digital audio files
D. Performing deep-packet inspection of all digital audio files

Answer: A



NEW QUESTION # 456 
Over the last 90 days, many storage services has been exposed in the cloud services environments, and the security team does not
have the ability to see is creating these instance. Shadow IT is creating data services and instances faster than the small security team
can keep up with them. The Chief information security Officer (CIASO) has asked the security officer (CISO) has asked the
security lead architect to architect to recommend solutions to this problem.
Which of the following BEST addresses the problem best address the problem with the least amount of administrative effort?

A. Implement a CASB solution and track cloud service use cases for greater visibility.
B. Capture all log and feed then to a SIEM and then for cloud service events
C. Compile a list of firewall requests and compare than against interesting cloud services.
D. Implement a user-behavior system to associate user events and cloud service creation events.

Answer: D

NEW QUESTION # 457
......
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