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NEW QUESTION # 339 
A security engineer at a large company needs to enhance IAM to ensure that employees can only access corporate systems during
their shifts. Which of the following access controls should the security engineer implement?
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A. Time-of-day restrictions
B. Least privilege
C. Biometric authentication
D. Role-based

Answer: A

Explanation:
Detailed Explanation:
Time-of-day restrictions limit access to corporate systems based on predefined schedules. This ensures employees can only access
resources during their assigned work hours. Reference: CompTIA Security+ SY0-
701 Study Guide, Domain 3: Security Architecture, Section: "Access Control Models".

NEW QUESTION # 340 
An administrator notices that several users are logging in from suspicious IP addresses. After speaking with the users, the
administrator determines that the employees were not logging in from those IP addresses and resets the affected users' passwords.
Which of the following should the administrator implement to prevent this type of attack from succeeding in the future?

A. Access management
B. Password complexity
C. Multifactor authentication
D. Permissions assignment

Answer: C

Explanation:
The correct answer is A because multifactor authentication (MFA) is a method of verifying a user's identity by requiring more than
one factor, such as something the user knows (e.g., password), something the user has (e.g., token), or something the user is (e.g.,
biometric). MFA can prevent unauthorized access even if the user's password is compromised, as the attacker would need to
provide another factor to log in. The other options are incorrect because they do not address the root cause of the attack, which is
weak authentication. Permissions assignment (B) is the process of granting or denying access to resources based on the user's role
or identity. Access management is the process of controlling who can access what and under what conditions. Password complexity
(D) is the requirement of using strong passwords that are hard to guess or crack, but it does not prevent an attacker from using a
stolen password. Reference = You can learn more about multifactor authentication and other security concepts in the following
resources:
CompTIA Security+ SY0-701 Certification Study Guide, Chapter 1: General Security Concepts1 Professor Messer's CompTIA
SY0-701 Security+ Training Course, Section 1.2: Security Concepts2 Multi-factor Authentication - SY0-601 CompTIA Security+
: 2.43 TOTAL: CompTIA Security+ Cert (SY0-701) | Udemy, Section 3: Identity and Access Management, Lecture 15:
Multifactor Authentication4 CompTIA Security+ Certification SY0-601: The Total Course [Video], Chapter 3: Identity and
Account Management, Section 2: Enabling Multifactor Authentication5

NEW QUESTION # 341 
An employee emailed a new systems administrator a malicious web link and convinced the administrator to change the email server's
password. The employee used this access to remove the mailboxes of key personnel.
Which of the following security awareness concepts would help prevent this threat in the future?

A. Reviewing email policies
B. Recognizing phishing
C. Using password management
D. Providing situational awareness training

Answer: B

NEW QUESTION # 342 
A company is changing its mobile device policy. The company has the following requirements:
Company-owned devices
Ability to harden the devices



Reduced security risk
Compatibility with company resources
Which of the following would best meet these requirements?

A. BYOD
B. COBO
C. COPE
D. CYOD

Answer: C

Explanation:
Detailed Explanation:COPE (Corporate-Owned, Personally Enabled) devices allow companies to manage and harden company-
owned devices while still enabling limited personal use, reducing security risks while maintaining compatibility with corporate
resources. Reference: CompTIA Security+ SY0-701 Study Guide, Domain 3: Security Architecture, Section: "Mobile Device
Deployment Models".

NEW QUESTION # 343 
An enterprise security team is researching a new security architecture to better protect the company's networks and applications
against the latest cyberthreats. The company has a fully remote workforce. The solution should be highly redundant and enable users
to connect to a VPN with an integrated, software-based firewall. Which of the following solutions meets these requirements?

A. SASE
B. SIEM
C. CASB
D. IPS

Answer: B

NEW QUESTION # 344
......
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