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Fortinet EMEA Advanced Support Exam Sample Questions (Q40-Q45):

NEW QUESTION # 40
‘Which protocol is used by FortiGate to synchronize session tables in an HA cluster?
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A. VRRP
B. BGP

C. FGCP
D. OSPF

Answer: C

Explanation:

The FortiGate Cluster Protocol (FGCP) is used to synchronize session tables, configuration, and state information between HA
cluster members to ensure seamless failover. VRRP (B) is for router redundancy, OSPF (C) and BGP (D) are routing protocols, not
used for HA synchronization. Exact extract: "FGCP synchronizes session tables, configurations, and state information between
FortiGate HA cluster members to ensure continuity during failover."

NEW QUESTION # 41
A Company is running an outdated version of a Webserver software that is vulnerable to multiple code execution and injection
attacks. Which Security feature can protect the Webserver until the security patches are applied?

A. Anti rootkit Protection

B. Intrusion Detection System
C. Anti-virus Protection

D. Intrusion Prevention System

Answer: D

Explanation:

An Intrusion Prevention System (IPS) actively blocks malicious traffic, such as code execution or injection attacks, by matching
against known signatures or anomalies, protecting the webserver until patches are applied. Intrusion Detection System (IDS) only
detects and alerts, not blocks. Anti-virus and anti-rootkit are less effective for web-based attacks. The original document's answer B
is incorrect, as IDS does not prevent attacks. Exact extract: "IPS provides active protection by blocking malicious traffic based on
signatures or anomaly detection... Unlike IDS, which only detects and alerts, IPS can drop packets to prevent attacks like code
execution or SQL injection."”

NEW QUESTION # 42
Which FortiGate log type records denied traffic events?

A. System Log
B. Traffic Log
C. Security Log
D. Event Log

Answer: B

Explanation:

Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destination, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied.”

NEW QUESTION # 43
Which command would you use to verify the status of an [Psec VPN tunnel on a FortiGate?

A. diagnose vpn tunnel list
B. diagnose ipsec status
C. show crypto ipsec sa
D. get vpn ipsec status

Answer: A



Explanation:

The 'diagnose vpn tunnel list' command on FortiGate displays detailed status information about [Psec VPN tunnels, including phase 1
and phase 2 states, uptime, and traffic statistics. Options B, C, and D are not valid FortiGate commands for this purpose. Exact
extract: "Use diagnose vpn tunnel list to view the status of IPsec VPN tunnels, including phase 1 and phase 2 details, such as SA
status, uptime, and traffic counters."

NEW QUESTION # 44
‘Which protocols are used by an email client to retrieve emails?

A. SNMP
B. IMAP4
C. POP3
D. SMTP

Answer: B,C

Explanation:

Email clients use POP3 (Post Office Protocol) and IMAP4 (Internet Message Access Protocol) to retrieve emails froma server.
POP3 downloads emails and typically removes them from the server, while IMAP4 allows synchronized access. SMTP is used for
sending emails, and SNMP is for network monitoring, not email retrieval. Exact extract: "Email clients use POP3 or IMAP to
retrieve email messages from a mail server... IMAP allows users to access and manage email directly on the server, while POP3
typically downloads messages to the client.”

NEW QUESTION # 45
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