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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic

Details

Topic 1

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

Topic 2

Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 3

SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

Topic 4

SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.
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NEW QUESTION # 36
Refer to the exhibits.
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SD-WAN member status

branchl_fgt # diagnose sys sdwan membexr

Member (1) : transport—-group: 0, interface: portl, flags=0x0,
gateway: 192.2.0.2, source 192%200"1, priority: 1 1024, weight: 0
Member (2) : transport—-groupt W, interface: port2, flags=0x0,
gateway: 192.2.0.10,\souirce 192.2.0.9, loLit

SD-WAN rule configuration-" = =27 || = 1

config service
edit 1
set name “Critical-DIA”
set mode priority
set src “LAN-net”
set internet-service enable
set,internet-service—-app-ctrl 41465 16520
set Ahternet-service—-app-ctrl-category 28
set health-check "“Corp HC”
set priority-members 1 2
next
end

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.
Which two conclusions can you draw from the information shown? (Choose two.)

A. The administrator configured the service ID 1 with the highest priority member for port2.
B. Port2 has a lower latency than port1.

C. FortiGate updated the outgoing interface list on the rule so it prefers port2.

D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer: B,C

Explanation:

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the best interface based
on a defined performance metric, as opposed to a simple static priority or SLA. The event log (image 41cfb5.png) shows Metric
latency and Message Service prioritized by performance metric will be redirected in sequence order. This indicates that the rule is
using latency to determine the preferred member.

Given that the log message is about a change, and the most logical reason for a change in a priority mode is that a different member
is now the best performer, it implies that the latency on port2 has become lower than that on port1.

The log message Service prioritized by performance metric will be redirected in sequence order confirns that FortiGate is changing
the member being used for this service. Because the mode is priority, FortiGate dynamically selects the member that currently meets
the best performance criteria, which in this case is latency. The log implies a new member has been selected as the most optimal, and
with the default configuration, the memmbers are sorted based on their performance, so the outgoing interface list is effectively updated
to prefer the new best-performing member (port2).

NEW QUESTION # 37
Refer to the exhibits, which show the configuration of an SD-WAN rule and the corresponding rule status and routing table.



SD-WAN rule

branch fgt (3} # show
config service
edit 3
set name "Corp”
Hz-:RATINEE:t mode sla
sat dst “LAN-pee”
set srec “LAN-net”
config ska
egd® “HUB1_RC"
set id 1
next
edit “HUBL1_HTTP”
set id 1
next
end
set priority-members 4 5 &
next

end

SD-WAN rule status and routing table

branchl fgt # diagnose sys sdwan serviced 3

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen (3), TCS(0x0/0x0), Protocol (0): src(1->65535):dst (1->65535),
Mode (sla), sla-compare-order
Members (3):
1: Seg_num(6 HUB1-VPN3 HUBl), alive, sla(0x3), gid(0), cfg order(2),
local cost (0), selected
2: Seqg num(5 HUB1-VPN2 HUBl), alive, (s1la(0x2), gid(0), cfg order
(1), local cost (0), selected
3: Seq num(4 HUB1-VPN1l HUBl), aliwve, sla(0x0), gid(0), cfg order
(0), local cost (0), selected
Src address(1l):
10.0.1.0-10.0.1.255

Dst address (1):
10.1.0.0-10.1 825968.. 255

branchl fgt # get router_info routing-table all | grep HUB1
B 10.1.0.0/24 [200/0] wia 192.168.1.61 (recursive is directly connected,
HUB1-VPN1l), 00:20:06,  [1#/0]
[200/0] via 192.168.1.125 (recursive is directly connected,
HUB1-VPN2)y 00:20:06, [1/0]
B 10.2.0.0/24 [200/0] wvia 192.168.1.189 (recursive is directly connected,

ﬁ- - =ﬁfiﬁ Eﬁrectly connected, HUB1-VEN1

192.168.1.1/32 is directly connected, HUB1-VPN1
192.168.1.64/26 is directly connected, HUB1l-VPN2
192.168.1.65/32 is directly connected, HUB1-VPN2
192.168.1.128/26 is directly connected, HUB1-VPN3
192.168.1.129/32 is directly connected, HUB1-VPN3

0 Q0

The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be routed over HUB1-VPNI1.
B. The traffic will be load balanced across all three overlays
C. The traffic will be routed over HUB1-VPN3.
D. The traffic will be routed over HUB1-VPN2

Answer: D



Explanation:

The rule is in SLA mode with two SLAs. From the status, HUB1-VPN2 and HUBI1-VPN3 meet the SLA (sla (0x2) and sla(0x3)),
while HUB1-VPNT1 does not (sla(0x0)). Among members that meet SLA, FortiGate uses the configured order (priority-members 4
5 6) to pick the first eligible one-HUB1-VPN2-so traffic is routed over HUB1-VPN2.

NEW QUESTION # 38
Refer to the exhibit.

i'-'.' ko Ity Rubé:

e ——————— e ———————————

An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the source and
destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application as the
destination of the SD-WAN rule Why?

A. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLL
B. You nust enable the feature on the CLL

C. You must enable the feature first using the GUI menu System > Feature Visibility.

D. You cannot use applications as the destination when FortiGate is used for a DIA setup.

Answer: C
NEW QUESTION # 39
Refer to the exhibit.
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Which statement best describe the role of the ADVPN device in handling traffic?

A. This is a spoke. The kernel received a shortcut request and forwards the query to another spoke.

B. This is a hub in a dual-region topology. The remote hub tunnel ID is 10.0.2.101.

C. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its hub.
D. This is a hub that has received a query froma spoke and has forwarded it to another spoke.

Answer: C

Explanation:
Within ADVPN topologies, shortcut requests and responses traverse spokes and hubs. Fortinet documentation states:
"When a spoke receives a shortcut query from another spoke, it may forward the response to its hub for validation or to facilitate




dynamic shortcut tunnel setup. This mechanism allows direct spoke-to-spoke commumication for optimized routing and performance,
reducing latency and offloading the hub after initial control-plane mediation." This is a core benefit of ADVPN's dynamic shortcut
feature.

NEW QUESTION # 40
Refer to the exhibits.

Ping result

rootfbranchl-client-clié ping facebook.com

PING facebook.com (157.240.19.35) S€(84) bytes of data.

€4 bytes from edge-star-mini-shv-01-dfwS.facebook.com (157.240.19.35): icep_seq=l ttl=56 time=33.4 ms
€4 bytes from edge-star-aini-shv-01-dfwS.facebook.com (157.240.19.35): icmp_seqe2 ttle56 time=32.5 ms
€4 bytes from edge-star-mini-shv-0l-dfwS.facebook.com (157.240.19.35): icmp _seq=] ttle5€ time=32.5 ms
€4 bytes from edge-star-mini-shv-01-dfwS.facebook.com (157.240.19.35): icmp seqed ttl=56 time=32.6 ms

Diagnose output

branchl_fgt ¢ diagnose firewall proute list
list route policy info(vieroot):

id=1(0x01) dscp_tag=Oxfc Oxfc flaga=0x0 tos=0x00 tos_mask=0x00 protocol=0 portearc(0->0):dst (0->0) iif=0(any)
path(l): oif=21 (RUB1-VPN2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 10.1.0.7/255.255.255.255

hit_count=0 rule_last_used=2025-01-06 00:41:44

id=2130903041 (0x7£030001) wwl_service=l(Critical-DIA) vwl_mbr_seq=l 2 dscp_tag=Ox! ags=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=src(0->0):dat (0->0) 1if~0(any)

path(2): oif=3(portl), olf=d(portd)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.0/0.0.0.0 o
application control(2): Salesforce(16920,0) Microsoft.Portal (41469,Q)
hit_count=13 rule_last_used=2025-01-0& 01:55:12
*
1d=2130903043 (0x7£030003) wwl_service=3(Corp) wwl _mbr se es
tos_maak=0x00 protocole0 portesrc(0->0)tdat (0->0) iife
path(6): olf=20(NUB1-VPN1), olf=2]1(HUB1-VPN2), oif=2 1 3), oif=23(HUB2-VFN1), oif=24(NUB2-VPN2),

oif=25 (RUB2-VPNI)
source(l): 10.0.1.0-10.0.1.255
destination(l): 10.0.0.0-10,.255.255.255

hit_count=0 rule_last_used=2025-01-0€& 00

dscp_tag=Oxfc Oxfc flage=0x0 toa=0x00

net) vwl _mbr _seq=3 2 1 dacp_tag=Oxfc Oxfc flaga=0x0 tos=0x00
tos_mask=0x00 protocol=0 portes t(0->0) iif=0(any)

path(l): oif=é(portd), olf= tR path_last used=2025-01-06 02:12:08, oif=3(portl)
source (1): 10.0.1.0-10.0.1.
destination(l): 0 . 55.25%

2025-01-06 02:112:08

hit_count=27 ru,

branchl_fgt ¢ diagnose ays sdwvan internet-service-app-ctrl-list
List App Ctrl Database Entry(IPvd) in Kernel:

r 1 1
Max_App_Ctrl_Size=32768 Num_App_Ctrl Entry= — HTI n ET
Facebook (15832 23): IP=157.240.19.35 & 443
Addicting.Games (30156 8): IP=172.64.080.1 € 441
Microsoft.Portal (41469 268): IP=184.27.181.201 € 443
LinkedIn (16331 23): IP=13.107.42.14 € 443
MSN.Game (16135 8): IP=13.107.246.35 € 443
Salesforce (16920 29): IP=23.222.17.73 € 443
Salesforce (16920 29): 1P=23.222.17.76 & 443

Facebook (15832 23): IP=31.13.80,.36 € 442

You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part of the LAN subnet and its IP
address is 10.0.1.101.
Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?



A. port2
B. portl
C. port4
D. HUBI-VPNI1

Answer: B

NEW QUESTION # 41

In the Desktop FCSS_SDW_AR-7.4 practice exam software version of Fortinet FCSS_SDW_AR-7.4 practice test is updated
and real. The software is useable on Windows-based computers and laptops. There is a demo of the FCSS - SD-WAN 7.4
Architect (FCSS_SDW_AR-7.4) practice exam which is totally free. FCSS - SD-WAN 7.4 Architect (FCSS_SDW_AR-7.4)
practice test is very customizable and you can adjust its time and number of questions.
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