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NEW QUESTION # 54
Ifa performance rule is triggered repeatedly due to high CPU use, what occurs in the incident table?
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A. The incident status changes to Repeated, and the First Seen and Last Seen times are updated.

B. The Incident Count value increases, and the First Seen and Last Seen times update.

C. A new incident is created based on the Rule Frequency value, and the First Seen and Last Seen times ate updated.
D. A now incident is created each time the rule is triggered. and the First Seen and Last Seen times are updated.

Answer: B

Explanation:

* Incident Management in FortiSIEM: FortiSIEM tracks incidents and their occurrences to help administrators manage and respond
to recurting issues.

* Performance Rule Triggering: When a performance rule, such as one for high CPU usage, is repeatedly triggered, FortiSIEM
updates the corresponding incident rather than creating a new one each time.

* Incident Table Updates:

Incident Count: The Incident Count value increases each time the rule is triggered, indicating how many times the incident has
occurred.

First Seen and Last Seen Times: These timestamps are updated to reflect the first occurrence and the most recent occurrence of the
meident.

* Reference: FortiSIEM 6.3 User Guide, Incident Management section, explains how FortiSIEM handles recurring incidents and
updates the incident table accordingly.

NEW QUESTION # 55
Which FortiSIEM components are capable of performing device discovery?

A. FortiSIEM Windows agent
B. Worker

C. FortiSIEM Linux agent

D. Collector

Answer: B

Explanation:

* Device Discovery in FortiSIEM: Device discovery is the process by which FortiSIEM identifies and adds devices to its
management scope.

* Role of Collectors: Collectors are responsible for gathering data from network devices, including discovering new devices in the
network.

Functionality: Collectors use protocols such as SNMP, WMI, and others to discover devices and gather their details.

* Capability: While agents (Windows and Linux) primarily gather data from their host systems, the collectors actively discover
devices across the network.

* Reference: FortiSIEM 6.3 User Guide, Device Discovery section, which details the role of collectors in discovering network
devices.

NEW QUESTION # 56
In the advanced analytical rules engine in FortiSTEM, multiple subpatterms can be referenced using which three operation? (Choose
three.)

A NOT

B. OR

C.ELSE

D. AND

E. FOLLOWED BY

Answer: B,D,E

NEW QUESTION # 57
In FortiSIEM enterprise licensing mode, it the link between the collector and data center FortiSIEM cluster is down, what happens?

e A The collector processes stop, and events ate dropped.
e B. The collector continues performance collection of devices, but slops receiving syslog.



¢ C. The collector buffers events
¢ D. The collector drops incoming events like syslog. but stops performance collection.

Answer: B

Explanation:

Enterprise Licensing Mode: In FortiSIEM enterprise licensing mode, collectors are deployed in remote sites to gather and forward
data to the central FortiSIEM cluster located in the data center.

Collector Functionality: Collectors are responsible for receiving logs, events (e.g., syslog), and performance metrics from devices.
Link Down Scenario: When the link between the collector and the FortiSIEM cluster is down, the collector needs a mechanism to
ensure no data is lost during the disconnection.

Event Buffering: The collector buffers the events locally until the connection is restored, ensuring that no incoming events are lost.
This buffered data is then forwarded to the FortiSIEM cluster once the link is re- established.

References: FortiSIEM 6.3 User Guide, Data Collection and Buffering section, explains the behavior of collectors during network
disruptions.

NEW QUESTION # 58
Refer to the exhibit.
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‘Which value will FortiSIEM use to populate theEvent Type field?

A. PHL INFO

B. phPerflob

C. diskUtil

D. PH DSV MON_SYS DISK UTIL

Answer: D

Explanation:

Event Type Population: In FortiSIEM, the Event Type field is populated based on specific identifiers within the raw message or
event log.

Raw Message Analysis: The exhibit shows a raw message with various components,

includingPH DEV_MON_SYS DISK UTIL,PHL INFO,phPerfJob, anddiskUtil.

Primary Event Identifier: ThePH DEV_ MON_SYS DISK UTILat the beginning of the raw message is the primary identifier for
the event type. It categorizes the type of event, in this case, a system disk utilization monitoring event.

Event Type Field: FortiSIEM uses this primary identifier to populate the Event Type field, providing a clear categorization of the
event.

References: FortiSIEM 6.3 User Guide, Event Processing and Event Types section, details how event types are identified and
populated in the system.
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