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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q27-
Q32):

NEW QUESTION # 27
An administrator has assigned a global policy package to custom ADOM1. Then the administrator creates a new policy package.
Fortinet. in the custom ADOMI1. What happens to the Fortinet policy package when it is created?

A. The global policy package is automatically assigned.

B. You nmust reapply the global policy package to ADOMI.

C. You must assign the global policy package from the global ADOM.
D. You can select the option to assign the global policies.

Answer: A

Explanation:

When a new policy package is created in a custom ADOM that already has a global policy package assigned, the global policy
package is automatically assigned to the new policy package. This behavior ensures consistent policy enforcement across different
ADOMEs.

Options A, C, and D are incorrect because:

* A and C incorrectly suggest that manual reassignment or reapplication is needed.

* D implies optional assignment, whereas it is automatically done.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Working with Global and Custom ADOM Policy Packages

NEW QUESTION # 28
Push updates are failing on a FortiGate device that is located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

A. That the NAT device IP address and correct ports are configured on FortiManager

B. That the override server IP address is set on FortiManager and the NAT device

C. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP
D. That the virtual IP address and correct ports are set on the NAT device

Answer: AD

Explanation:

‘When push updates are failing on a FortiGate device behind a NAT device, the administrator should check:

* A.That the override server IP address is set on FortiManager and the NAT device.

* The override server IP should be configured to ensure that FortiManager uses the correct IP address that can traverse the NAT to
reach the FortiGate device.

* D. That the virtual IP address and correct ports are set on the NAT device.

* The NAT device must have the correct virtual IP (VIP) configured to map the FortiGate's internal IP to an external address, along
with the correct ports needed for communication.

Options B and C are incorrect because:

* Bsuggests setting the external IP on the NAT device to DHCP, which is not relevant to solving the push update issue.

* Cimplies configuring NAT device [P and ports on FortiManager, which is less likely needed compared to configuring the correct
VIP and ports.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Management and NAT Configuration.

NEW QUESTION # 29
Refer to the exhibit which shows the Download Import Report.



Start to import config from device(Remote-FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"
"firewall address”,FAIL,"(name=REMOTE _SUBNET, oid=2311,

reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
fail)"

Why is FortiManager failing to import firewall policy ID 1?

e A Policy ID 1 has an address object that already exists in the ADOM database with any as the nterface association, and
conflicts with the address object interface association locally on FortiGate.

e B. Policy ID 1 for this managed FortiGate already exists on FortiManager in the policy package named Remote-FortlGate.

e C. Policy ID 1 does not have the ADOM Interface mapping configured on FortiManager.

e D. Policy ID 1 is configured from the interface any to port6. FortiManager rejects the request to import this policy because
the any interface does not exist on FortiManager

Answer: A

NEW QUESTION # 30

Refer to the exhibit. An administrator has created a firewall address object that is used in mutltiple policy packages for muiltiple
FortiGate devices in an ADOM.

After the mstallation operation is performed, which IP/netmask will be installed on Local-FortiGate for the LOCAL SUBNET
firewall address object?



FortiManager address object
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D. 192.168.1.0/24

Answer: D

NEW QUESTION # 31
Refer to the exhibit.

B. It will create two firewall address objects on Local-FortiGate with 192.168.1.0/24 and 10.0.5.0/24 values.
C. Local-FortiGate automatically chooses an [P/netmask based on its network interface settings.
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An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an
ADOM.

After the installation operation is performed, which IP/netmask will be installed on Local-FortiGate for

theLOCAL SUBNETfirewall address object?

A.10.0.5.024

B. It will create two firewall address objects on Local-FortiGate with 192.168.1.0/24 and 10.0.5.0/24 values.
C. Local-FortiGate automatically chooses an [P/netmask based on its network interface settings.

D. 192.168.1.0/24

Answer: D

Explanation:

In the exhibit, there is aPer-Device MappingforLocal-FortiGatewith an IP/Netrmask of192.168.1.0/24. This means that when the
firewall address objectLOCAL SUBNET:s installed onLocal-FortiGate, the per-device mapping will override the general address
object value 0f10.0.5.0/24. Therefore, the [P/Netmask installed onLocal-FortiGatewill be192.168.1.0/24.

NEW QUESTION # 32
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