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Questions (Q60-Q65):

NEW QUESTION # 60

‘Which of the following are ways to interact with or exploit client environments using tools like PowerShell?
(Choose Two)

Response:

A. Kernel-level exploitation

B. Sending spear-phishing emails

C. Modifying the Windows registry

D. Script-based automation of administrative tasks

Answer: C,D

NEW QUESTION # 61
In the context of Linux, what is a common characteristic of shellcode?
Response:

A. Tt often includes zero bytes

B. It is usually written in Java

C. It is predominantly GUI-based

D. It is executed in the user space of the OS

Answer: D

NEW QUESTION # 62
In the context of advanced stack smashing, what is the purpose of using ROP?
Response:

A. To directly manipulate hardware registers

B. To avoid detection by antivirus software

C. To execute shellcode in data sections

D. To mitigate the effects of non-executable stacks

Answer: D

NEW QUESTION # 63

Which two vulnerabilities are commonly exploited in cryptographic systems?
(Choose Two)

Response:

A. Code injection in unencrypted traffic

B. Password brute-forcing

C. Use of deprecated cryptographic algorithms
D. Poor random number generation

Answer: C,D

NEW QUESTION # 64
Which of the following memory protection mechanisms can detect and prevent a buffer overflow attack on the stack?
Response:

A. Buffer management
B. Process injection
C. Heap protection
D. Stack canaries



Answer: D

NEW QUESTION # 65
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