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Nutanix NCP-MCI-6.10 Exam Syllabus Topics:

Topic Details

Topic 1

Configure Disaster Recovery and Data Protection within a Nutanix Multicloud Environment: This section of
the exam measures the skills of Disaster Recovery Specialists and Cloud Engineers and covers configuring
protection policies and domains for data security and recovery. Candidates need to identify the right
entities for protection, schedule backups, define retention policies, and set up replication to remote sites.
Recovery plans must be configured and executed with proper scripting, network mapping, and failover
strategies. Metro replication requires understanding failover methodologies, comparing solutions on
different hypervisors, and preventing split-brain scenarios. Effective disaster recovery planning ensures
minimal downtime and data integrity across environments.

Topic 2

Manage Clusters within a Nutanix Multicloud Environment: This section of the exam measures the skills of
Infrastructure Engineers and Systems Administrators and covers the administration of Nutanix clusters.
Storage management includes creating, reading, updating, and deleting storage containers and volume
groups. Configuring AOS and Prism Central settings involves authentication, SSL certificate management,
IAM role-based access control, and configuring network segmentation. Network administration
procedures focus on creating VLAN-backed subnets, virtual switches, and load-balancing policies while
monitoring NIC usage. Lifecycle management includes performing hardware and software updates and
maintaining firmware. Hardware maintenance involves adding or removing nodes and physical disks while
ensuring proper upgrades and replacements. Intelligent operations require configuring capacity policies,
discovering application relationships, and simulating scenarios to optimize performance.

Topic 3

Manage VMs within a Nutanix Multicloud Environment: This section of the exam measures the skills of
Cloud Administrators and Virtualization Engineers and covers managing virtual machines (VMs) within a
Nutanix multicloud environment. It includes creating and updating VMs by determining hardware
requirements, boot modes, sizing, and configuration based on application needs. Candidates must
understand how to deploy VMs using templates, snapshots, and image configurations, ensuring the correct
formats for importing and exporting VMs. Migration processes require knowledge of prerequisites,
storage, network settings, and software compatibility. Additionally, configuring VM categories and
attributes is essential for proper organization and management within the environment, ensuring alignment
with labels, storage policies, and security settings.

Topic 4

Conduct Custom Monitoring within a Nutanix Multicloud Environment: This section of the exam measures
the skills of Cloud Analysts and Systems Engineers and covers custom monitoring for optimized
performance management. Candidates must analyze performance charts, set retention policies, create
custom service level agreements (SLAs), and manage storage based on policies. Creating reports involves
identifying the required type, selecting generation frequency, determining retention properties, and
customizing report formats for different monitoring needs. Effective monitoring ensures better resource
utilization, system efficiency, and proactive issue resolution within the multi-cloud environment.

Topic 5

Troubleshoot a Nutanix Multicloud Environment: This section of the exam measures the skills of Technical
Support Engineers and IT Operations Specialists and covers diagnosing and resolving common issues
within a Nutanix multi-cloud environment. Troubleshooting protection policies and recovery plans requires
identifying network mapping failures, vNIC issues, script execution problems, and connectivity failures.
Metro replication troubleshooting involves addressing naming conventions, network limitations, and
replication states. Security issues in AOS and Prism Central must be resolved by managing CVM
communications, security warnings, and log analysis. LCM operations require diagnosing failures in
inventory updates and version upgrades. Performance troubleshooting involves analyzing logs, reading
performance charts, and adjusting VM configurations to meet performance needs.

Nutanix Certified Professional - Multicloud Infrastructure (NCP-MCI v6.10)
Sample Questions (Q73-Q78):
NEW QUESTION # 73 
An administrator is preparing for afirmware upgradeon a host and wants to manuallymigrate VMs before executing the LCM
upgrade. However,one VM is unable to migratewhile others migrate successfully.
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Which action would fix the issue?

A. EnableAcropolis Dynamic Scheduling (ADS)at the cluster level.
B. Configurebackplane port groupsthat are assigned to the CVM.
C. UpdateLink Layer Discovery Protocol (LLDP).
D. DisableAgent VMwithin the VM configuration options.

Answer: D

Explanation:
If aVM is unable to migrate, the most likely cause is that it is anAgent VM(such as aNutanix Witness VM or a VM with special
dependencies).
* Option C (Disable Agent VM) is correct:
* SomeAgent VMs are configured to prevent migrationdue to critical roles (e.g., a Witness VM for Metro Availability).
* DisablingAgent VM restrictionsallows it to migrate before a host enters maintenance mode.
* Option A (Enable ADS) is incorrect:
* Acropolis Dynamic Scheduling (ADS)helps with VM placementafter migration, but it does not force an unmigratable VM to move.
* Option B (Update LLDP) is incorrect:
* LLDP is used fornetwork discovery, but it does not impact VM migration behavior.
* Option D (Configure backplane port groups)is incorrect:
* Backplane settingsimpact CVM communication, notVM migration.
References:
* Nutanix Prism Element Guide #Managing Agent VM Settings
* Nutanix Bible #Host Maintenance and VM Live Migration
* Nutanix KB #Troubleshooting VM Migration Failures in AHV

NEW QUESTION # 74 
What happens when a VM is associated with multiple VM-Host affinity policies?

A. The newest policy takes precedence.
B. The VM is automatically removed from all policies.
C. All policies are applied simultaneously.
D. The oldest policy is applied

Answer: A

NEW QUESTION # 75 
An administrator has successfully configuredMetro Availabilityfor aProtection Domain. However, after a few days, anNCC
warningis raised:
"Following VMs are accessing data from remote clusters: VM-1 from remote cluster Remote-ML" What is the first action an
administrator must take to fix the issue?

A. Run the command:
ncli pd list metro-avail=true | egrep "Protection Domain Stretch Role" | grep "ACTIVE"
B. Usemust-affinity rulesto avoid automated VM migration to the standby datastore.
C. Run the command:
ncc health_checks metro_availability_checks data_locality_check --cvm_list=X.X.X.20
D. Migrate the VM to itsprimary siteand set appropriate rules forDRS and affinity.

Answer: D

Explanation:
Metro Availability requires that VMs always read data from their primary site to maintain optimal performance and prevent remote
data access latency.
* Option C (Migrate the VM to its primary site and set appropriate rules) is correct:
* If a VMfails over to the secondary sitebut is still running in the primary site, it will read data remotely, causinghigh latency and
performance issues.
* The solution is tomigrate the VM back to the primary siteand configureDRS rulesorhost affinity settingsto prevent unwanted
movement.



* Option A is incorrect:
* The command listsactive Metro Availability protection domainsbut doesnot resolvethe issue.
* Option B is incorrect:
* Must-affinity rules can help, but they should be configuredafter migrating the VM back to the primary site.
* Option D is incorrect:
* RunningNCC health checkswill onlydiagnose the issue, not resolve it.
References:
* Nutanix Bible #Metro Availability and Data Locality
* Nutanix Best Practices #VM Affinity Rules for Metro Availability
* Nutanix KB #Troubleshooting Remote Data Access in Metro Availability

NEW QUESTION # 76 
After upgradingPrism Central from PC2022.1 to PC2024.1, an administrator isunable to log inwith their IAM domain account.
What is the first troubleshooting step the administrator should take?

A. Ensure port 9441 is open in the firewall.
B. Validate the trusted signing certificate of the organization.
C. Log in with a local admin account.
D. Ping the Domain Controller from the CVM.

Answer: C

Explanation:
After a Prism Central upgrade, IAM authentication settings may require reconfiguration.
* Option D (Log in with a local admin account) is correct:
* If IAM authentication fails, thelocal admin account must be usedto check domain settings.
* Option A (Ping the Domain Controller) is incorrect:
* Network connectivity is important, but theissue is likely related to IAM settings, not network reachability.
* Option B (Check firewall port 9441) is incorrect:
* Port 9441 is used forSSO authentication, butport issues usually result in login delays, not complete failures.
* Option C (Validate signing certificate) is incorrect:
* While certificates can cause issues,local admin login should always work.
References:
* Nutanix KB #Troubleshooting IAM Login Issues After a Prism Central Upgrade
* Nutanix Documentation #Managing User Authentication and IAM Integration

NEW QUESTION # 77 
In afive-node cluster, an administrator noticed thatthree VMsare consuming too many resources on asingle host.
Acropolis Dynamic Scheduling (ADS) is not able to migrate these VMs.
What is the most likely reason preventing ADS from migrating these VMs?

A. VM-VM anti-affinity policy is set.
B. VMs use external Network Attached Storage.
C. VMs use a Volume Group.
D. VMs use GPU pass-through.

Answer: D

Explanation:
VMs using GPU pass-through cannot be live-migrated because they are directly tied to a physical GPU on a specific host.
* Option B (VMs use GPU pass-through) is correct:
* Pass-through devices (such as GPUs) are directly assigned to VMs, makingmigration impossibleunless the VM is powered off
first.
* Option A (VMs use a Volume Group) is incorrect:
* Volume Groupssupport live migrationunless they are configured incorrectly.
* Option C (VM-VM anti-affinity) is incorrect:
* Anti-affinity rules prevent two specific VMs from running together, but do not prevent migration.
* Option D (VMs use external NAS) is incorrect:
* Using NAS does not block VM migration, as Nutanixsupports shared storage across hosts.



References:
Nutanix AHV Best Practices#GPU Pass-through and VM Migration Limitations Nutanix KB#Why Can't I Live Migrate a VM with
GPU Passthrough?

NEW QUESTION # 78
......
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