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NEW QUESTION # 55 
A penetration tester conducted a vulnerability scan against a client's critical servers and found the following:
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Which of the following would be a recommendation for remediation?

A. Utilize the secure software development life cycle
B. Deploy a user training program
C. Implement a patch management plan
D. Configure access controls on each of the servers

Answer: C

NEW QUESTION # 56 
During a penetration test, you gain access to a system with a limited user interface. This machine appears to have access to an
isolated network that you would like to port scan.
INSTRUCTIONS
Analyze the code segments to determine which sections are needed to complete a port scanning script.
Drag the appropriate elements into the correct locations to complete the script.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.





Answer:

Explanation:





Explanation
A picture containing shape Description automatically generated

A picture containing treemap chart Description automatically generated



Text Description automatically generated

Graphical user interface Description automatically generated



NEW QUESTION # 57 
A penetration tester is looking for a particular type of service and obtains the output below:
I Target is synchronized with 127.127.38.0 (reference clock)
I Alternative Target Interfaces:
I 10.17.4.20
I Private Servers (0)
I Public Servers (0)
I Private Peers (0)
I Public Peers (0)
I Private Clients (2)
I 10.20.8.69 169.254.138.63
I Public Clients (597)
I 4.79.17.248 68.70.72.194 74.247.37.194 99.190.119.152
I 12.10.160.20 68.80.36.133 75.1.39.42 108.7.58.118
I 68.56.205.98
I 2001:1400:0:0:0:0:0:1 2001:16d8:ddOO:38:0:0:0:2
I 2002:db5a:bccd:l:21d:e0ff:feb7:b96f 2002:b6ef:81c4:0:0:1145:59c5:3682 I Other Associations (1)
|_ 127.0.0.1 seen 1949869 times, last tx was unicast v2 mode 7
Which of the following commands was executed by the tester?

A. nmap-sU-pU:161-Pn-n-script=voldemort-info <target>
B. nmap-sU-pU:517-Pn-n-script=supermicro-ipmi-config<target>
C. nmap-sU-pU:123-Pn-n-script=ntp-monlist <target>
D. nmap-sU-pU:37 -Pn -n -script=icap-info <target>

Answer: C

Explanation:
The output provided indicates the use of the NTP protocol (Network Time Protocol) for querying a target system. The reference to
"Public Clients" and the specific IP addresses listed, along with the mention of
"Other Associations" and the use of NTP version 2, points towards the execution of an NTP monlist request.
The monlist feature in NTP servers can be used to obtain a list of the last 600 hosts that have interacted with the NTP server. The
command nmap -sU -pU:123 -Pn -n -script=ntp-monlist <target> specifically targets NTP servers on UDP port 123 to retrieve this
information, making it the correct choice based on the output shown.

NEW QUESTION # 58 
A penetration tester recently performed a social-engineering attack in which the tester found an employee of the target company at a
local coffee shop and over time built a relationship with the employee. On the employee's birthday, the tester gave the employee an
external hard drive as a gift. Which of the following social-engineering attacks was the tester utilizing?

A. Tailgating
B. Phishing



C. Shoulder surfing
D. Baiting

Answer: D

NEW QUESTION # 59 
A consultant is reviewing the following output after reports of intermittent connectivity issues:
? (192.168.1.1) at 0a:d1:fa:b1:01:67 on en0 ifscope [ethernet]
? (192.168.1.12) at 34:a4:be:09:44:f4 on en0 ifscope [ethernet]
? (192.168.1.17) at 92:60:29:12:ac:d2 on en0 ifscope [ethernet]
? (192.168.1.34) at 88:de:a9:12:ce:fb on en0 ifscope [ethernet]
? (192.168.1.136) at 0a:d1:fa:b1:01:67 on en0 ifscope [ethernet]
? (192.168.1.255) at ff:ff:ff:ff:ff:ff on en0 ifscope [ethernet]
? (224.0.0.251) at 01:02:5e:7f:ff:fa on en0 ifscope permanent [ethernet]
? (239.255.255.250) at ff:ff:ff:ff:ff:ff on en0 ifscope permanent [ethernet] Which of the following is MOST likely to be reported by
the consultant?

A. A device on the network has an IP address in the wrong subnet.
B. An ARP flooding attack is using the broadcast address to perform DDoS.
C. A device on the network has poisoned the ARP cache.
D. A multicast session was initiated using the wrong multicast group.

Answer: C

Explanation:
Explanation
The gateway for the network (192.168.1.1) is at 0a:d1:fa:b1:01:67, and then, another machine (192.168.1.136) also claims to be on
the same MAC address. With this on the same network, intermittent connectivity will be inevitable as along as the gateway remains
unreachable on the IP known by the others machines on the network, and given that the new machine claiming to be the gateway has
not been configured to route traffic.
The output shows an ARP table that contains entries for IP addresses and their corresponding MAC addresses on a local network
interface (en0). ARP stands for Address Resolution Protocol and is used to map IP addresses to MAC addresses on a network.
However, one entry in the table is suspicious:
? (192.168.1.136) at 0a:d1:fa:b1:01:67 on en0 ifscope [ethernet]
This entry has the same MAC address as another entry:
? (192.168.1.1) at 0a:d1:fa:b1:01:67 on en0 ifscope [ethernet]
This indicates that a device on the network has poisoned the ARP cache by sending false ARP replies that associate its MAC
address with multiple IP addresses, including 192.168.1.136 and 192.168.1.1 (which is likely the gateway address). This allows the
device to intercept or redirect traffic intended for those IP addresses.
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