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Topic Details

Topic 1

Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing
managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

Topic 2

Conditions and Remediation: This section measures the skills of Incident Responders and SOAR
Specialists in remediating security incidents. It includes configuring manual and automated remediation
workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

Topic 3

FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

Topic 4

FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.

Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q49-
Q54):
NEW QUESTION # 49 
Refer to the exhibit.

Which scenario is not a supported nested query scenario?

A. The outer query is the event query, and the inner query is the event query.
B. The outer query is the event query, and the inner query is the CMDB query.
C. The outer query is the CMDB query, and the inner query is the event query.
D. The outer query is the CMDB query, and the inner query is the CMDB query.

Answer: D

Explanation:
FortiSIEM does not allow CMDB queries to be nested within other CMDB queries. CMDB data is static information, and nesting
would not add value or function properly in query execution.

NEW QUESTION # 50 
Refer to the exhibit.



Which statement about the rule filters events shown in the exhibit is true?

A. The rule filters events with an event type that belong to the Domain Account Locked CMDB group and a reporting IP that
belong to the Domain Controller applications group.
B. The rule filters events with an event type that equals Domain Account Locked and a reporting IP that equals Domain
Controller applications.
C. The rule filters events with an event type that belong to the Domain Account Locked CMDB group or a reporting IP that
belong to the Domain Controller applications group.
D. The rule filters events with an event type that belong to the Domain Account Locked CMDB group and a user that belongs
to the Domain Controller applications group.

Answer: A

Explanation:
From theFilterssection in the exhibit, we see:
1.Event Type IN EventTypes: Domain Account Locked
This means the rule will match events where the event type is classified under theDomain Account Lockedcategory.*
2.Reporting IP IN Applications: Domain Controller
This means the rule is filtering for events where the reporting IP is classified under theDomain Controller applications group.*
3.Logical Operator: AND
The filters are combined usingAND, meaning both conditions must be met for an event to match.
Since both conditions must be true, the rule is effectively filtering events where:
# Theevent typebelongs to theDomain Account Locked CMDB group
# Thereporting IPbelongs to theDomain Controller applications group

NEW QUESTION # 51 
Refer to the exhibit.



Consider the five account locked events received by FortiSIEM from domain controllers within the last 10 minutes (ten minutes is
the evaluation window for the subpattern DomainAcctLockout):

If you look for one or more matching events and groupings by the same reporting IP address, reporting device, and user, how many
incidents are created?

A. 0
B. 1
C. 2
D. 3

Answer: A

Explanation:
The rule groups events by Reporting IP, Reporting Device, and User. Let's analyze the five events:
Events Received:
1. Reporting IP: 1.1.1.1, Reporting Device: Server101, User: John
2. Reporting IP: 1.1.1.1, Reporting Device: Server101, User: Craig
3. Reporting IP: 1.1.1.2, Reporting Device: Server109, User: Mary
4. Reporting IP: 1.1.1.1, Reporting Device: Server101, User: Craig (Duplicate of #2)
5. Reporting IP: 1.1.1.1, Reporting Device: Server101, User: John (Duplicate of #1) Grouping Based on:
# Reporting IP
# Reporting Device
# User
Count unique groups:
1. (1.1.1.1, Server101, John) # 2 occurrences (counted as one group)
2. (1.1.1.1, Server101, Craig) # 2 occurrences (counted as one group)



3. (1.1.1.2, Server109, Mary) # 1 occurrence (counted as one group)
Since we need at least one matching event (count >= 1) per group, incidents are created for each unique group.
Total unique groups (incidents created) = 2
# John on Server101 (1.1.1.1)
# Craig on Server101 (1.1.1.1)

NEW QUESTION # 52 
Refer to the exhibit.

If the Z-score for this rule is greater than or equal to three, what does this mean?

A. The rate firewall connection is above the historical average value.
B. The rate of firewall connection is above the current average value.
C. The rate of firewall connection is optimum.
D. The rate of firewall connection is below historical average value.

Answer: A

Explanation:
The Z-score formula in the expression builder calculates how many standard deviations the current value is from the historical
average. The formula used is:

AVG(Firewall Session)represents the current firewall session rate.
STAT_AVG(AVG(Firewall Session);112)represents the historical average over a 112-time unit window.
STAT_STDDEV(AVG(Firewall Session);112)represents the historical standard deviation over the same period.
AZ-score # 3indicates that the current firewall session rate issignificantly higherthan the historical average (3 standard deviations
above the mean), signaling ananomaly.

NEW QUESTION # 53 
Refer to the exhibit.

The profile database contains CPU utilization values from day one. At midnight on the second day, the CPU utilization values from
the daily database will be merged with the profile database.
In the profile database, in the Hour of Day column where 9 is the value, what will be the updated minimum, maximum, and average
CPU utilization values?



A. Min CPU Util=33.50, Max CPU Util=33.50 and AVG CPU Util=33.50
B. Min CPU Util=32.31, Max CPU Util=33.50 and AVG CPU Util=33.50
C. Min CPU Util=32.31, Max CPU Util=33.50 and AVG CPU Util=32.67
D. Min CPU Util=32.31, Max CPU Util=32.31 and AVG CPU Util=32.31

Answer: C

NEW QUESTION # 54
......

Our FCSS_ADA_AR-6.7 exam questions almost guarantee that you pass the exam. Even if you don't pass, you don't have to pay
any price for our FCSS_ADA_AR-6.7 simulating exam for we have money back guarantee to all of our exam materials. I hope we
have enough sincerity to impress you. And our pass rate of the FCSS_ADA_AR-6.7 training engine is high as 98% to 100%, it is
the data that proved and tested by our loyal customers. As long as you study with our FCSS_ADA_AR-6.7 learning guide, you will
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