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study tool.

GIAC Ceritical Infrastructure Protection Sample Questions (Q162-Q167):

NEW QUESTION # 162
Cross-training in different roles is encouraged to:
Response:

A. Increase employee versatility for non-related tasks

B. Make job rotations more frequent

C. Inprove teambuilding skills

D. Ensure redundancy and enhance incident response capabilities

Answer: D

NEW QUESTION # 163
Which two measures are essential for ensuring the physical security of BES Cyber Systems?
Response:

A. Providing open access to the public for educational purposes
B. Allowing employees to bypass security protocols

C. Installing surveillance systens

D. Implementing a visitor control program

Answer: C,D

NEW QUESTION # 164
A robust recovery plan for BES Cyber Systens should prioritize:
Response:

A. Aesthetic considerations in system design
B. Quick restoration of services

C. Celebration events post-recovery

D. Media commumication post-incident

Answer: B

NEW QUESTION # 165
Advanced cybersecurity training under NERC CIP should:
Response:

A. Include practical, scenario-based exercises
B. Focus on theoretical knowledge only

C. Avoid technical details to remain accessible
D. Be limited to senior management

Answer: A

NEW QUESTION # 166
The ultimate goal of any BES Cyber System recovery plan is to:
Response:
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A. Focus on landscaping and facility aesthetics post-recovery
B. Ensure system resilience and minimize impact on reliability
C. Provide entertainment to employees during recovery

D. Win design awards for the recovery process

Answer: B

NEW QUESTION # 167
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