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NEW QUESTION # 18 
During a deployment of Prisma Access (Managed by Strata Cloud Manager) for mobile users, a SAML authentication type and
authentication profile in the Cloud Identity Engine application is successfully created.
Using this SAML authentication, what is a valid next step to configure authentication for mobile users?

A. Permit the Cloud Identity Engine service account RBAC access to the mobile user folder in Strata Cloud Manager.
B. Create a SAML authentication profile in Strata Cloud Manager and link it to the Cloud Identity Engine profile.
C. Perform a full commit to Strata Cloud Manager so the Cloud Identity Engine profiles get synchronized from the
application.
D. In Strata Cloud Manager, create a new authentication type of "Cloud Identity Engine."

Answer: B

Explanation:
After successfully creating aSAML authentication type and authentication profileinCloud Identity Engine
, the next step is toconfigure a corresponding SAML authentication profile in Strata Cloud Managerand link it to theCloud Identity
Engine profile. This ensures thatPrisma Access (Managed by Strata Cloud Manager)can authenticate mobile users using the
configured SAML identity provider (IdP), enabling seamless user authentication and access control.

NEW QUESTION # 19 
Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)

A. The server has pinned certificates.
B. The client is misconfigured.
C. Create a do not decrypt rule for the hostname "google.com."
D. Create a do not decrypt rule for the hostname "certificates.godaddy.com."

Answer: A,C

Explanation:
The error messages indicate that Prisma Access is encountering certificate issues while attempting to decrypt traffic to "google.com."
This suggests that theserver has pinned certificates, meaning it does not allow man- in-the-middle (MITM) decryption by Prisma
Access. Since pinned certificates prevent traffic decryption, a solution is tocreate a "do not decrypt" rule for the hostname
"google.com."This will allow traffic to flow without triggering certificate errors while maintaining secure communication with Google's
servers.

NEW QUESTION # 20 
A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.



The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
How can the engineer configure mobile users and branch locations to meet the requirements?

A. Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center resources using service
connections.
B. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service connections.
C. Use GlobalProtect to filter internet traffic and provide access to data center resources using service connections.
D. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center resources using service
connections.

Answer: D

Explanation:
To meet the customer's requirements,GlobalProtect and Remote Networksshould be used as follows:
* GlobalProtect: This enables secure access for mobile users, ensuring internet filtering, data center connectivity, and access to
branch locations.
* Remote Networks: This is used to provide security and connectivity for branch locations, ensuring internet filtering and data center
access.
* Service Connections: These allow both mobile users and branch locations to securely connect to the data center for internal
resources.
This configuration ensures that mobile users and branch locations can securely access the internet while maintaining asegregated and
secureconnection to internal resources. It also aligns with Prisma Access's best practices forsecurity enforcement, traffic filtering, and
centralized management.

NEW QUESTION # 21 
A large retailer has deployed all of its stores with the same IP address subnet. An engineer is onboarding these stores as Remote
Networks in Prisma Access. While onboarding each store, the engineer selects the
"Overlapping Subnets" checkbox.
Which Remote Network flow is supported after onboarding in this scenario?

A. To remote network
B. To mobile users
C. To the internet
D. To private applications

Answer: D

Explanation:
When the "Overlapping Subnets" checkbox is selected during the Remote Network onboarding process in Prisma Access, the
deployment enables Private Application access using Prisma Access for Users(ZTNA or Private Access). This feature is designed to
handle scenarios where multiple sites use the same IP subnet by leveraging NAT (Network Address Translation) and segmentation
to avoid conflicts.
Since overlapping subnets can create routing challenges for direct remote network-to-remote network communication, Prisma
Access does not support Remote Network-to-Remote Network or Mobile User communication in this case. Private application
access is supported as Prisma Access correctly routes requests based on application-layer intelligence rather than IP-based routing.

NEW QUESTION # 22 
A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.
The security team must have access to manage the mobile user and access to branch locations.



The network team must have access to manage only the partner access.
Which two options will allow the engineer to support the requirements? (Choose two.)

A. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
B. Enable Remote Networks Advertise Default Route.
C. Enable eBGP for dynamic routing and configure RemoteNetworks.
D. Configure Remote Networks and define the branch IP subnets using Static Routes.

Answer: C,D

Explanation:
Enabling eBGP for dynamic routing and configuring Remote Networks ensures seamless connectivity between branch locations,
mobile users, and the data center. eBGP allows Prisma Access to dynamically exchange routes with the Customer Premises
Equipment (CPE), optimizing path selection without requiring manual updates. Configuring Remote Networks and defining branch IP
subnets using static routes ensures controlled and segmented routing, aligning with security policies. This setup provides proper
internet filtering, data center connectivity, and restricted access for B2B partners while keeping management responsibilities aligned.

NEW QUESTION # 23
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