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Topic 1

Centralized Management: This area focuses on deploying and managing SD-WAN through FortiManager,
including using IPsec templates and SD-WAN Overlay Templates. Mastery here demonstrates the abilities
of Fortinet network and security professionals to streamline SD-WAN configuration, enhance security, and
maintain consistent policies across multiple sites.

Topic 2
SD-WAN Overlay Design and Best Practices: It focuses on the deployment of hub-and-spoke IPsec
topologies and configuring ADVPN. Proficiency in this topic ensures that Fortinet network and security
professionals can implement effective and reliable SD-WAN overlays tailored to organizational needs.

Topic 3

SD-WAN Configuration: This topic assesses skills of Fortinet network and security professionals in setting
up basic SD-WAN environments, including configuring Direct Internet Access (DIA), SD-WAN
Members, and Performance Service Level Agreements (SLAs). Proficiency here ensures the ability to
design efficient and resilient SD-WAN configurations.

Topic 4

SD-WAN Troubleshooting: Troubleshooting SD-WAN issues, including rules, routing, and ADVPN, is
vital for maintaining network reliability. This section of the Fortinet NSE 7 - SD-WAN 7.2 exam tests the
ability to diagnose and resolve SD-WAN problems using diagnostic commands and monitoring tools,
ensuring robust and uninterrupted network operations.

Topic 5
Rules and Routing: Understanding SD-WAN Rules and Routing is crucial for directing traffic effectively.
This topic of the NSE7_SDW-7.2 Exam evaluates the capabilities of Fortinet network and security
professionals to configure SD-WAN rules and routing.

Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q16-Q21):
NEW QUESTION # 16 
Refer to the exhibit.

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The administrator
configured ADVPN on both hub-and-spoke groups.
Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)

A. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.
B. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.
C. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
D. London generates an IKE information message that contains the Toronto public IP address.

Answer: B,C

NEW QUESTION # 17 
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.
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What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD-WAN?

A. You must enable auto-discovery-sender.
B. You must enable net-device.
C. You must disable idle-timeout.
D. You must set ike-version to 1.

Answer: B

NEW QUESTION # 18 
Refer to the exhibits.



Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.
Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map
configuration.
The administrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.
However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.
Based on the exhibits, which configuration change is required to fix issue?

A. In the BGP neighbor configuration, apply the route map dcl-lab-rm in the outbound direction.
B. In the dcl-lab-rm route map configuration, unset match-community.
C. In the dcl-lab-rm route map configuration, set set-route-tag to 10.
D. In SD-WAN rule ID 1, change the destination to use ISDB entries.

Answer: A

NEW QUESTION # 19 
Refer to the exhibits.



Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.
Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map configuration.
The administrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.
However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.
Based on the exhibits, which configuration change is required to fix issue?

A. In the dc1-lan-rm route map configuration, set set-route-tag to 10.
B. In the BGP neighbor configuration, apply the route map dc1-lan-rm in the outbound direction.
C. In the dc1-lan-rm route map configuration, unset match-community.
D. In SD-WAN rule ID 1, change the destination to use ISDB entries.

Answer: A



NEW QUESTION # 20 
Refer to the exhibits.

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information
shown in exhibit A.
After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in
exhibit B.
The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. The session 3-tuple did not match any of the existing entries in the ISDB application cache.
B. FortiGate did not refresh the routing information on the session after the application was detected.



C. Full SSL inspection is not enabled on the matching firewall policy.
D. Port1 and port2 do not have a valid route to the destination.

Answer: A,B

Explanation:
Study guide 7.2 Page 191
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