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Ping Identity Certified Professional - PingAccess Sample Questions (Q64-
Q69):

NEW QUESTION # 64
‘Which two browsers are supported for the PingAccess Admin console? (Choose 2 answers.)

A. Microsoft Edge
B. Apple Safari

C. Google Chrome
D. Opera

E. Brave

Answer: A,C

Explanation:

PingAccess officially supportsGoogle ChromeandMicrosoft Edgefor the administrative console. Other browsers (Safari, Opera,
Brave) may work but are not officially supported.

Exact Extract:

"The PingAccess administrative console is supported on current versions of Google Chrome and Microsoft Edge."

* Option A (Safari)is not officially supported.
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* Option B (Opera)is not supported.

* Option C (Google Chrome)is correct.

* Option D (Microsoft Edge)is correct.

* Option E (Brave)is not officially supported.
ReferencePingAccess Release Notes -System Requirements

NEW QUESTION # 65
An administrator must protect a configuration by changing the default key. Which script can be used to meet this goal?

A. db-passwd-rotate.bat
B. memoryoptions.bat
C. obfuscate.bat

D. run.bat

Answer: C

Explanation:

PingAccess usesobfuscated keysto secure sensitive configuration values (like passwords). Theobfuscate.bat (Windows)
orobfuscate.sh(Linux) script is used to generate a new key and protect sensitive data.

Exact Extract:

"Useobfuscate. [bat|sh]to generate a new obfuscation key for protecting configuration values."

* Option A (db-passwd-rotate.bat)is not a valid PingAccess script.

* Option B (memoryoptions.bat)configures JVM memory, not encryption.

* Option C (run.bat)starts PingAccess.

* Option D (obfuscate.bat)is correct - it is used to protect sensitive configuration.

Reference:PingAccess Administration Guide -Configuration Security and Obfuscation

NEW QUESTION # 66

Any user who accesses an application must be insalesunless the user is amanager in the marketing department. The admmistrator
creates the following web session rules:

* (A) Look for department = sales

* (B) Look for department = marketing

* (C) Look for job_title = manager

Which additional actions should be taken to properly enforce this requirement?

¢ A Create a Rule Set (D) to accept ANY (A) (B) (C) # Add Rule Set (D) to the resource

¢ B. Create a Rule Set (D) to accept ALL (A) (B AND C) # Add Rule Set (D) to the resource

e C. Create a Rule Set (D) to accept ALL (A) # Create a Rule Set (E) to accept ANY (B) (C) # Create a Rule Set Group (F)
to accept ALL (D) (E) # Add Rule Set Group (F) to the resource

e D. Create a Rule Set (D) to accept ANY (A) # Create a Rule Set (E) to accept ALL (B) (C) # Create a Rule Set Group (F)
to accept ANY (D) (E) # Add Rule Set Group (F) to the resource

Answer: D

Explanation:

The requirement is:

* Allow access ifuser is in sales

* OR ifuser is in marketing AND is a manager

This is logically represented as:

(A) OR(BAND C)

To configure this in PingAccess:

* Rule Set (D) = ANY (A)

* Rule Set (E) = ALL (B, C)

* Rule Set Group (F) = ANY (D, E)

* Assign Group (F) to the resource

This exactly matchesOption D.

* Option Ais incorrect - requires both A and (B AND C), which is stricter than the requirement.
* Option Bis incorrect - ANY(A, B, C) would allow users in marketing or managers without requiring both.
* Option Cis incorrect - it uses ALL(D, E), which would require both conditions instead of OR.



* Option Dis correct - it models (A OR (B AND C)).
Reference:PingAccess Administration Guide -Rule Sets and Rule Set Groups

NEW QUESTION # 67
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins to*and enable the Allow Credentials option

B. Allowed Origins value for each of the listed domains

C. Allowed Origins towww.anycompany.comand enable the Allow Credentials option
D. Allowed Origins to*.anycompany.comand disable the Allow Credentials option

Answer: C

Explanation:

To prevent CORS errors, administrators must configure aCross-Origin Request (CORS) Processing Rule.

The secure practice is to allow thespecific trusted domain(www.anycompany.com) and, when cookies or credentials are required, to
enableAllow Credentials.

Exact Extract:

"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."

* Option Ais incomplete - multiple values are possible, but in this case ontywww.anycompany.comis required.

* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.

* Option Cis insecure - *with credentials is disallowed by CORS specifications.

* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.

Reference:PingAccess Administration Guide -Cross-Origin Request Rule

NEW QUESTION # 68
A protected web application requires that additional attributes be provided once the user is authenticated.
Which two steps must the administrator perform to meet this requirement? (Choose 2 answers.)

A. Request that the token provider update the access token with the additional attributes.
B. Update the Site Authenticator.

C. Update the Web Session.

D. Update the Identity Mapping.

E. Request that the token provider update the ID token with the additional attributes.

Answer: C,D

Explanation:

When applications require additional attributes:

* TheWeb Sessionmust be configured to retrieve those attributes from the token provider (OIDC or PingFederate).

* Theldentity Mappingnust be updated to forward those attributes to the application (e.g., as headers).

Exact Extract:

"Web sessions define how user attributes are retrieved from the token provider. Identity mappings determine how those attributes
are inserted into requests to applications."

* Option Ais not necessarily required; attributes can be retrieved via userinfo endpoint or access token, not only ID tokens.

* Option Bis correct - Identity Mappings must be updated to pass attributes to the app.

* Option Cis incorrect - Site Authenticators define how PingAccess authenticates to apps, not attribute handling,

* Option Dis incorrect unless the architecture specifically requires access token updates; PingAccess often uses the Web Session to
fetch attributes.

* Option Eis correct - Web Session must be updated to retrieve additional attributes.

Reference:PingAccess Administration Guide -Web Sessions and Identity Mapping

NEW QUESTION # 69
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