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Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q13-Q18):

NEW QUESTION # 13

Youneed to create a GKE cluster in an existing VPC that is accessible from on-premises. You must meet the following
requirements:

* [P ranges for pods and services must be as small as possible.

* The nodes and the master must not be reachable from the internet.

* You nmust be able to use kubectl commands from on-premises subnets to manage the cluster.

How should you create the GKE cluster?

e A * Create a VPC-native GKE cluster using user-managed IP ranges.

*Enable privateEndpoint on the cluster master.
*Set the pod and service ranges as /24.

*Set up a network proxy to access the master.
*Enable master authorized networks.

e B. * Create a private cluster that uses VPC advanced routes.
*Set the pod and service ranges as /24.

*Set up a network proxy to access the master.

e C. * Create a VPC-native GKE cluster using user-managed IP ranges.
*Enable a GKE cluster network policy, set the pod and service ranges as /24.
*Set up a network proxy to access the master.

*Enable master authorized networks.

e D. * Create a VPC-native GKE cluster using GKE-managed IP ranges.
*Set the pod IP range as /21 and service IP range as /24.

*Set up a network proxy to access the master.

Answer: A

Explanation:

Creating GKE private clusters with network proxies for controller access When you create a GKE private cluster with a private
cluster controller endpoint, the cluster's controller node is inaccessible from the public internet, but it needs to be accessible for
administration. By default, clusters can access the controller through its private endpoint, and authorized networks can be defined
within the VPC network. To access the controller from on-premises or another VPC network, however, requires additional steps.
This is because the VPC network that hosts the controller is owned by Google and cannot be accessed from resources connected
through another VPC network peering connection, Cloud VPN or Cloud Interconnect. httpsz/cloud.google.
conysolutions/creating-kubernetes-engine-private-clusters-with-net-proxies

NEW QUESTION # 14

Your company uses Compute Engine instances that are exposed to the public internet. Each compute instance has a single network
interface with a single public IP address. You need to block any connection attempt that originates from internet clients with IP
addresses that belong to the bgp asn toblock BGP ASN. What should you do?

A. O Create a new firewall policy ingress rule, and use the -network-src-asns parameter.

B. Q Create a new Cloud Armor backend security policy, and use the -network-src-asns parameter.

C. Q Create a new Cloud Armor edge security policy, and use the -network-src-asns parameter.

D. Q Create a new Cloud Armor network edge security policy, and use the -network-src-asns parameter.

Answer: D
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Explanation:

To block traffic based on BGP ASN, you need to use Cloud Armor network edge security policies. Backend security policies
protect backend services (like those behind an external HTTP(S) Load Balancer), but for traffic directly to Compute Engine
instances with public IPs, you need a network edge security policy.

Firewall policies operate at the VPC level and do not have the capability to filter based on BGP ASN. The - network-src-asns
parameter is specifically used with Cloud Armor network edge security policies to filter traffic based on the source ASN.

Exact Extract:

"Cloud Armor network edge security policies can protect external [P addresses of virtual machine (VM) instances and load
balancers. They support rules that allow or deny traffic based on various criteria, including source autonomous system numbers
(ASNs) using the --network-src-asns parameter.”

"Network edge security policies are designed for traffic destined for external IP addresses of Google Cloud resources that are not
behind an external HTTP(S) load balancer, such as Compute Engine instances with public IP addresses."Reference: Google Cloud
Armor Documentation - Network edge security policies overview

NEW QUESTION # 15

You want to deploy a VPN Gateway to connect your on-premises network to GCP. You are using a non BGP-capable on-
premises VPN device. You want to minimize downtime and operational overhead when your network grows. The device supports
only IKEv2, and you want to follow Google-recommended practices.

‘What should you do?

e A * Create a Cloud VPN instance.* Create a policy-based VPN tunnel.* Configure the appropriate local and remote traffic
selectors to match your local and remote networks.* Configure the appropriate static routes.

e B. * Create a Cloud VPN instance.* Create a route-based VPN tunnel. * Configure the appropriate local and remote traffic
selectors to match your local and remote networks.* Configure the appropriate static routes.

e C. * Create a Cloud VPN instance.* Create a policy-based VPN tunnel per subnet.* Configure the appropriate local and
remote traffic selectors to match your local and remote networks.* Create the appropriate static routes.

e D. * Create a Cloud VPN instance.* Create a route-based VPN tunnel.* Configure the appropriate local and remote traffic
selectors to 0.0.0.0/0.* Configure the appropriate static routes.

Answer: A

Explanation:
https//cloud. google.com/network-connectivity/docs/vpr/how-to/creating-static-vpns#creating a gateway and_tunnel

NEW QUESTION # 16
You have created several preemptible Linux virtual machine instances using Google Compute Engine. You want to properly shut
down your application before the virtual machines are preempted. What should you do?

e A Create a shutdown script, registered as a xinetd service in Linux, and use the gcloud compute instances add-metadata
command to specify the service URL as the value for a new metadata entry with the key shutdown-script-url

¢ B. Create a shutdown script registered as a xinetd service in Linux and configure a StackDriver endpoint check to call the
service.

e (. Create a shutdown script and use it as the value for a new metadata entry with the key shutdown- script in the Cloud
Platform Console when you create the new virtual machine instance.

e D. Create a shutdown script named shutdown in the /etc/ directory.

Answer: C

Explanation:

Running Shutdown Scripts "Create and run shutdown scripts that execute commands right before an instance is terminated or
restarted, on a best-effort basis. This is usefll if you rely on automated scripts to start up and shut down instances, allowing instances
time to clean up or perform tasks, such as exporting logs, or syncing with other systens."
https//cloud.google.conm/compute/docs/shutdownscript

To setup Shutdown Scripts, go to GCP console and follow the steps:

Compute Engine -> VM instance -> Create Instance -> (Expand) Management, disks, networking, SSH keys Enter the key
"shutdown-script" and proper value



NEW QUESTION # 17

You have an application that is running in a managed instance group. Your development team has released an updated instance
template which contains a new feature which was not heavily tested. You want to minimize impact to users if there is a bug in the
new template.

How should you update your instances?

¢ A Deploy a new instance group and canary the updated template in that group. Verify the new feature in the new canary
nstance group, and then update the original instance group.

¢ B. Performa canary update by starting a rolling update and specifying a target size for your instances to receive the new
template. Verify the new feature on the canary instances, and then roll forward to the rest of the instances.

¢ (. Manually patch some of the instances, and then perform a rolling restart on the instance group.

¢ D. Using the new instance template, performa rolling update across all instances in the instance group. Verify the new feature
once the rollout completes.

Answer: A

NEW QUESTION # 18
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