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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q229-Q234):
NEW QUESTION # 229 
[Design Secure Architectures]
A solutions architect creates a VPC that includes two public subnets and two private subnets. A corporate security mandate requires
the solutions architect to launch all Amazon EC2 instances in a private subnet. However, when the solutions architect launches an
EC2 instance that runs a web server on ports 80 and 443 in a private subnet, no external internet traffic can connect to the server.
What should the solutions architect do to resolve this issue?

A. Provision an internet-facing Application Load Balancer (ALB) in a public subnet. Add the EC2 instance to the target
group that is associated with the ALB. Ensure that the DNS record for the website resolves to the ALB.
B. Ensure that the security group that is attached to the EC2 instance allows HTTP traffic on port 80 and HTTPS traffic on
port 443. Ensure that the DNS record for the website resolves to the public IP address of the EC2 instance.
C. Launch a NAT gateway in a private subnet. Update the route table for the private subnets to add a default route to the
NAT gateway. Attach a public Elastic IP address to the NAT gateway.
D. Attach the EC2 instance to an Auto Scaling group in a private subnet. Ensure that the DNS record for the website resolves
to the Auto Scaling group identifier.

Answer: A

Explanation:
An Application Load Balancer (ALB) is a type of Elastic Load Balancer (ELB) that distributes incoming application traffic across
multiple targets, such as EC2 instances, containers, Lambda functions, and IP addresses, in multiple Availability Zones1. An ALB
can be internet-facing or internal. An internet-facing ALB has a public DNS name that clients can use to send requests over the
internet1. An internal ALB has a private DNS name that clients can use to send requests within a VPC1. This solution meets the
requirements of the question because:
It allows external internet traffic to connect to the web server on ports 80 and 443, as the ALB listens for requests on these ports
and forwards them to the EC2 instance in the private subnet1.
It does not violate the corporate security mandate, as the EC2 instance is launched in a private subnet and does not have a public
IPaddress or a route to an internet gateway2.
It reduces the operational overhead, as the ALB is a fully managed service that handles the tasks of load balancing, health checking,
scaling, and security1.

NEW QUESTION # 230 
[Design High-Performing Architectures]
A company wants to create a payment processing application. The application must run when a payment record arrives in an existing
Amazon S3 bucket. The application must process each payment record exactly once. The company wants to use an AWS Lambda
function to process the payments.
Which solution will meet these requirements?

A. Configure the existing S3 bucket to send object creation events to an Amazon Simple Queue Service (Amazon SQS)
queue. Configure the Lambda function to run when a new event arrives in the SQS queue.
B. Configure the existing S3 bucket to send object creation events to Amazon EventBridge. Configure EventBridge to route
events to an Amazon Simple Queue Service (Amazon SQS) FIFO queue. Configure the Lambda function to run when a new
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event arrives in the SQS queue.
C. Configure the existing S3 bucket to send object creation events directly to the Lambda function. Configure the Lambda
function to handle object creation events and to process the payments.
D. Configure the existing S3 bucket to send object creation events to an Amazon Simple Notification Service (Amazon SNS)
topic. Configure the Lambda function to run when a new event arrives in the SNS topic.

Answer: D

NEW QUESTION # 231 
A company runs an application on several Amazon EC2 instances. Multiple Amazon Elastic Block Store (Amazon EBS) volumes
are attached to each EC2 instance. The company needs to back up the configurations and the data of the EC2 instances every night.
The application must be recoverable in a secondary AWS Region.
Which solution will meet these requirements in the MOST operationally efficient way?

A. Configure an AWS Lambda function to take nightly snapshots of the application's EBS volumes and to copy the snapshots
to a secondary Region.
B. Configure an AWS Lambda function to take nightly snapshots of the application's EBS volumes and to copy the snapshots
to a secondary Availability Zone.
C. Create a backup plan in AWS Backup to take nightly backups. Copy the backups to a secondary Region. Add the EBS
volumes to a resource assignment as part of the backup plan.
D. Create a backup plan in AWS Backup to take nightly backups. Copy the backups to a secondary Region. Add the EC2
instances to a resource assignment as part of the backup plan.

Answer: D

Explanation:
AWS Backup is a fully managed backup service that can create backup plans for EC2 instances, including both instance
configurations and attached EBS volumes, with scheduled and cross-Region copy capabilities.
By adding the EC2 instances to the resource assignment in the backup plan, AWS Backup automatically backs up all configurations
and attached EBS volumes, and can copy backups to a secondary Region for disaster recovery, providing the highest operational
efficiency with the least manual effort.
AWS Documentation Extract:
"AWS Backup provides fully managed backup for EC2 instances and attached EBS volumes, with scheduling, retention, and cross-
Region copy built in. By adding the EC2 instance as a resource, the backup includes both configuration and attached volumes."
(Source: AWS Backup documentation) A, D: Custom Lambda scripts increase operational overhead and are not as integrated or
robust as AWS Backup.
C: Assigning only EBS volumes does not include the EC2 instance configuration, which is needed for full recovery.
Reference: AWS Certified Solutions Architect - Official Study Guide, Disaster Recovery and Backup.

NEW QUESTION # 232 
[Design Resilient Architectures]
A company is concerned about the security of its public web application due to recent web attacks. The application uses an
Application Load Balancer (ALB). A solutions architect must reduce the risk of DDoS attacks against the application.
What should the solutions architect do to meet this requirement?

A. Add an Amazon Inspector agent to the ALB.
B. Configure Amazon GuardDuty to monitor the ALB.
C. Enable AWS Shield Advanced to prevent attacks.
D. Configure Amazon Macie to prevent attacks.

Answer: C

Explanation:
AWS Shield Advanced provides expanded DDoS attack protection for your Amazon EC2 instances, Elastic Load Balancing load
balancers, CloudFront distributions, Route 53 hosted zones, and AWS Global Accelerator standard
accelerators.https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html



NEW QUESTION # 233 
Which solution will meet these requirements MOST cost-effectively?

A. Configure General Purpose SSD (gp3) EBS volumes. Provision 15,000 IOPS.
B. Configure General Purpose SSD (gp2) EBS volumes. Provision a 5 TiB volume.
C. Configure magnetic EBS volumes to achieve maximum IOPS.
D. Configure Provisioned IOPS SSD (io1) EBS volumes. Provision 15,000 IOPS.

Answer: A

Explanation:
EBS gp3 volumes allow you to independently configure IOPS and throughput, up to 16,000 IOPS, regardless of the volume size,
and at a lower cost compared to io1/io2 provisioned IOPS volumes. This meets the requirement for cost-effective, predictable
IOPS performance for Amazon RDS for PostgreSQL.
AWS Documentation Extract:
"With gp3 volumes, you can provision performance independent of storage capacity, up to 16,000 IOPS. This allows for cost-
effective scaling for applications that require high performance at a lower price point compared to io1." (Source: Amazon EBS
documentation, gp3 Volumes)
* A: gp2 ties IOPS to volume size; 5 TiB is wasteful if only 15,000 IOPS are needed.
* B: io1 works but is significantly more expensive than gp3 for most workloads.
* D: Magnetic volumes do not support high IOPS.
Reference: AWS Certified Solutions Architect - Official Study Guide, EBS Storage Options.
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