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GIAC Certified Incident Handler Sample Questions (Q188-Q193):
NEW QUESTION # 188 
Which of the following describes network traffic that originates from the inside of a network perimeter and progresses towards the
outside?

A. Egress network
B. Inwards network
C. Outwards network
D. Ingress network

Answer: A

Explanation:
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NEW QUESTION # 189 
Victor works as a professional Ethical Hacker for SecureNet Inc. He wants to use Steganographic file system method to encrypt
and hide some secret information. Which of the following disk spaces will he use to store this secret information?
Each correct answer represents a complete solution. Choose all that apply.

A. Slack space
B. Unused Sectors
C. Hidden partition
D. Dumb space

Answer: A,B,C

NEW QUESTION # 190 
An Active Attack is a type of steganography attack in which the attacker changes the carrier during the communication process.
Which of the following techniques is used for smoothing the transition and controlling contrast on the hard edges, where there is
significant color transition?

A. Soften
B. Rotate
C. Blur
D. Sharpen

Answer: C

NEW QUESTION # 191 
John, a part-time hacker, has accessed in unauthorized way to the www.yourbank.com banking Website and stolen the bank
account information of its users and their credit card numbers by using the SQL injection attack. Now, John wants to sell this
information to malicious person Mark and make a deal to get a good amount of money. Since, he does not want to send the hacked
information in the clear text format to Mark; he decides to send information in hidden text. For this, he takes a steganography tool
and hides the information in ASCII text by appending whitespace to the end of lines and encrypts the hidden information by using the
IDEA encryption algorithm. Which of the following tools is John using for steganography?

A. Snow.exe
B. 2Mosaic
C. Image Hide
D. Netcat

Answer: A

Explanation:
Section: Volume A

NEW QUESTION # 192 
Adam works as a Security administrator for Umbrella Inc. He runs the following traceroute and notices that hops 19 and 20 both
show the same IP address.
1 172.16.1.254 (172.16.1.254) 0.724 ms 3.285 ms 0.613 ms 2 ip68-98-176-1.nv.nv.cox.net (68.98.176.1) 12.169 ms 14.958
ms 13.416 ms 3 ip68-98-176-1.nv.nv.cox.net (68.98.176.1) 13.948 ms ip68-100-0-1.nv.nv. cox.net (68.100.0.1) 16.743 ms
16.207 ms 4 ip68-100-0-
137.nv.nv.cox.net (68.100.0.137) 17.324 ms 13.933 ms 20.938 ms 5 68.1.1.4 (68.1.1.4) 12.439 ms 220.166 ms 204.170 ms
6 so-6-0-0.gar2.wdc1.Level3.net (67.29.170.1) 16.177 ms 25.943 ms 14.104 ms 7 unknown.Level3.net (209.247.9.173) 14.227
ms 17.553 ms 15.415 ms "PassGuide" - 8 so-0-1-
0.bbr1.NewYork1.level3.net (64.159.1.41) 17.063 ms 20.960 ms 19.512 ms 9 so-7-0-0.gar1.
NewYork1.Level3.net (64.159.1.182) 20.334 ms 19.440 ms 17.938 ms 10 so-4-0-
0.edge1.NewYork1.Level3.
net (209.244.17.74) 27.526 ms 18.317 ms 21.202 ms 11 uunet-level3- oc48.NewYork1.Level3.net (209.244.160.12) 21.411 ms
19.133 ms 18.830 ms 12 0.so-6-0-0.XL1.NYC4.ALTER.NET (152.63.21.78)



21.203 ms 22.670 ms 20.111 ms 13 0.so-2-0-0.TL1.NYC8.ALTER.NET (152.63.0.153) 30.929 ms 24.858 ms
23.108 ms 14 0.so-4-1-0.TL1.ATL5.ALTER.NET (152.63.10.129) 37.894 ms 33.244 ms
33.910 ms 15 0.so-7-0-0.XL1.MIA4.ALTER.NET (152.63.86.189) 51.165 ms 49.935 ms
49.466 ms 16 0.so-3-0-0.XR1.MIA4.ALTER.
NET (152.63.101.41) 50.937 ms 49.005 ms 51.055 ms 17 117.ATM6- 0.GW5.MIA1.ALTER.NET (152.63.82.73) 51.897 ms
50.280 ms 53.647 ms 18 PassGuidegw1. customer.alter.net (65.195.239.14)
51.921 ms 51.571 ms 56.855 ms 19 www.PassGuide.com (65.195.239.22) 52.191 ms 52.571 ms 56.855 ms 20
www.PassGuide.com (65.195.239.22) 53.561 ms 54.121 ms 58.333 ms Which of the following is the most like cause of this issue?

A. Intrusion Detection System
B. An application firewall
C. Network Intrusion system
D. A stateful inspection firewall

Answer: D

Explanation:
Section: Volume A

NEW QUESTION # 193
......
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