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GIAC Certified Incident Handler Sample Questions (Q255-Q260):

NEW QUESTION # 255
Which of'the following refers to applications or files that are not classified as viruses or Trojan horse programns, but can still
negatively affect the performance of the computers on your network and introduce significant security risks to your organization?

A. Hardware
B. Firmware
C. Melissa

D. Grayware

Answer: D

Explanation:
Section: Volume B

NEW QUESTION # 256
You work as a Network Admnistrator for Tech Perfect Inc. The company has a TCP/IP-based network. An attacker uses
software that keeps trying password combinations until the correct password is found. Which type of attack is this?

A. Man-in-the-middle
B. Denial-of-Service
C. Vulnerability

D. Brute Force

Answer: D

Explanation:
Section: Volume A

NEW QUESTION # 257

You work as a Network Administrator for Perfect Solutions Inc. The company has a Linux-based network.
You are working as a root user on the Linux operating system. Your company is facing an [P spoofing attack.
Which of'the following tools will you use to get an alert saying that an upcoming IP packet is being spoofed?

A. ethereal
B. Dsniff

C. Despoof
D. Neotrace

Answer: C

NEW QUESTION # 258

John works as a Network Administrator for Net Perfect Inc. The company has a Windows-based network. The company uses
Check Pont SmartDefense to provide security to the network of the company. On the HTTP servers of the company, John defines
a rule for dropping any kind of userdefined URLs. Which of the following types of attacks can be prevented by dropping the user-
defined URLs?

A. PTC worns and mutations
B. Morris worm

C. Code red worm

D. Hybrid attacks

Answer: A

Explanation:
Section: Volume B



NEW QUESTION # 259
Choose the correct six-step process of threat modeling from the list of different steps.

Six-steps process afthiraat modeling List of steps

How will we eradicate the incident?
How will we recaver from the incident?
—— P How will we handle the legal issue?
CERTIFICATIONS How. will we'identify the incident?

How wil'we contain the incident?

How will we prepare for the incident?

How will we change the system background?

How will we capture the lessons learned from the incident:

o

Answer:

Explanation:
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How will we prepare for the incident? - jﬂ How will we handle the legal issue? =

How will we identify the incident?
How will we contain the incident?
= | »l

How will we change the system background?

How will we eradicate the incident?
How will we recaver from the incident?
How will we capture the lessons learned from the incident?
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NEW QUESTION # 260
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