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GIAC Certified Incident Handler Sample Questions (Q91-Q96):
NEW QUESTION # 91 
Adam, a novice computer user, works primarily from home as a medical professional. He just bought a brand new Dual Core
Pentium computer with over 3 GB of RAM. After about two months of working on his new computer, he notices that it is not
running nearly as fast as it used to. Adam uses antivirus software, anti- spyware software, and keeps the computer up-to-date with
Microsoft patches. After another month of working on the computer, Adam finds that his computer is even more noticeably slow.
He also notices a window or two pop-up on his screen, but they quickly disappear. He has seen these windows show up, even
when he has not been on the Internet. Adam notices that his computer only has about 10 GB of free space available. Since his hard
drive is a 200 GB hard drive, Adam thinks this is very odd.
Which of the following is the mostly likely the cause of the problem?

A. Computer is infected with the Self-Replication Worm.
B. Computer is infected with the Stealth Trojan Virus.
C. Computer is infected with the stealth kernel level rootkit.
D. Computer is infected with stealth virus.

Answer: C

Explanation:
Section: Volume A

NEW QUESTION # 92 
John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com.
He finds that the We-are-secure server is vulnerable to attacks. As a countermeasure, he suggests that the Network Administrator
should remove the IPP printing capability from the server. He is suggesting this as a countermeasure against __________.

A. SNMP enumeration
B. IIS buffer overflow
C. NetBIOS NULL session
D. DNS zone transfer

Answer: B

NEW QUESTION # 93 
Jane works as a Consumer Support Technician for ABC Inc. The company provides troubleshooting support to users. Jane is
troubleshooting the computer of a user who has installed software that automatically gains full permissions on his computer. Jane has
never seen this software before. Which of the following types of malware is the user facing on his computer?

A. Rootkits
B. Adware
C. Spyware
D. Viruses

Answer: A

NEW QUESTION # 94 
What is the major difference between a worm and a Trojan horse?

A. A worm spreads via e-mail, while a Trojan horse does not.
B. A Trojan horse is a malicious program, while a worm is an anti-virus software.
C. A worm is self replicating, while a Trojan horse is not.
D. A worm is a form of malicious program, while a Trojan horse is a utility.
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Answer: C

NEW QUESTION # 95 
Which of the following techniques can be used to map 'open' or 'pass through' ports on a gateway?

A. Tracegate
B. Traceroute
C. Traceport
D. Tracefire

Answer: B

NEW QUESTION # 96
......
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