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GIAC Cloud Security Essentials Sample Questions (Q163-Q168):
NEW QUESTION # 163 
Which of the following is NOT a common step in threat modeling?
Response:

A. Defining and categorizing assets
B. Assigning monetary value to data
C. Identifying threats
D. Mitigating identified risks

Answer: B

NEW QUESTION # 164 
When securing cloud environments against unauthorized access, which principle is most effective?
Response:

A. Relying solely on network-level defenses.
B. Implementing strong, complex passwords for all accounts.
C. Always allowing root account access for ease of management.
D. Encouraging the use of shared accounts for teamwork.

Answer: B

NEW QUESTION # 165 
What is the significance of the shared responsibility model in cloud security?
Response:

A. The provider is responsible for all security aspects
B. The customer is responsible for all security aspects
C. Security responsibilities are shared between the provider and the customer
D. Security is fully automated

Answer: C

NEW QUESTION # 166 
Why is continuous risk assessment vital for cloud environments?
Response:

A. It ensures that no changes are made to the cloud environment.
B. It helps in detecting changes in the threat landscape and cloud infrastructure.
C. It reduces the need for compliance with industry regulations.
D. It allows for the constant upgrade of cloud resources.

Answer: B

NEW QUESTION # 167 
During a cloud-focused penetration test, which of the following outcomes should be a key deliverable?
Response:

A. Comprehensive details on the social engineering tactics used.
B. Identification of all physical vulnerabilities within the data center.
C. Detailed findings on misconfigurations and vulnerabilities.
D. An exhaustive list of all employee names and roles.

Answer: C



NEW QUESTION # 168
......
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