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GIAC Cloud Security Automation Sample Questions (Q34-Q39):

NEW QUESTION # 34

What are the benefits of using Infrastructure as Code (1aC)?
(Select all that apply)

Response:
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A. Tmproved scalability

B. Reduced manual errors

C. Enhanced security

D. Consistency in deployment

Answer: B,D

NEW QUESTION # 35
‘Which security consideration is relevant during the Continuous Integration (CI) phase of DevOps?
Response:

¢ A Penetration testing
¢ B. User authentication
¢ (. Code analysis and scanning
¢ D. Network encryption
Answer: C
NEW QUESTION # 36
How does serverless security differ from traditional server-based security practices?
(Select all that apply)
Response:
e A Serverless security requires less attention to patch management
¢ B. Serverless security relies heavily on cloud provider security measures
e C. Traditional server-based security focuses more on hardware-level security
¢ D. Traditional server-based security practices are incompatible with serverless architectures
Answer: A,B,C
NEW QUESTION # 37
What role do container orchestration tools play in container security?
Response:
e A. They decrease the visibility into the health and performance of containers.
¢ B. They simplify networking between containers to the extent that no firewall rules are required.
¢ C. They automatically fix any security vulnerabilities within containers.
e D. They help in managing and scaling containers securely and efficiently.

Answer: D

NEW QUESTION # 38

Which two security practices should be followed when using infrastructure as code?
(Choose Two)

Response:

A. Using automated testing to detect security issues
B. Hardcoding credentials in IaC files

C. Disabling version control for infrastructure code
D. Conducting security reviews of [aC templates

Answer: A,D

NEW QUESTION # 39
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