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GIAC Cloud Security Automation Sample Questions (Q80-Q85):

NEW QUESTION # 80
What is the main goal of adopting Compliance as Code in Secure DevOps?
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Response:

A. To reduce the development time for new applications

B. To automate the enforcement and auditing of policy requirements
C. To enhance the graphical user interface of applications

D. To increase the manual workload for compliance teams

Answer: B

NEW QUESTION # 81
How does parsing log files contribute to security monitoring?
Response:

A. By extracting relevant security information from large volumes of data.
B. By changing the log file format to a more readable one.

C. By deleting outdated log files to free up storage space.

D. By creating log files for aesthetic purposes.

Answer: A

NEW QUESTION # 82
Which tool is commonly used for container orchestration and security?
Response:

A. Jenkins

B. OpenShift
C. Terraform
D. Kubernetes

Answer: D

NEW QUESTION # 83
What is the role of virtual patching in cloud security?
Response:

A. To fix vulnerabilities in application code without modifying it directly
B. To provide additional layers of security for virtual machines

C. To replace traditional firewalls with virtualized equivalents

D. To reduce the need for regular security updates

Answer: A

NEW QUESTION # 84
Which security control is crucial when deploying microservices in various architectural designs?
Response:

A. Service-specific authentication and authorization
B. Monolithic database structures

C. Load balancing

D. Consistent user experience design

Answer: A

NEW QUESTION # 85
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