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GIAC Defending Advanced Threats Sample Questions (Q139-Q144):

NEW QUESTION # 139
What is the primary benefit of using encryption during data exfilration?
Response:
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A. Tt allows attackers to bypass firewalls

B. It enhances system performance

C. It prevents detection by masking the content of the exfiltrated data
D. It ensures compliance with GDPR regulations

Answer: C

NEW QUESTION # 140

‘Which operating system features can be exploited by attackers to execute malicious payloads?
(Choose two)

Response:

A. Command-line interfaces

B. Secure Shell (SSH) protocols
C. AutoRun and AutoPlay features
D. Secure Boot

Answer: A,C

NEW QUESTION # 141
What is an essential aspect of preparing for adversary emulation?
Response:

A. Ensuring that no logs are kept during the emulation
B. Gaining explicit, authorized access prior to testing
C. Selecting a random target within the organization

D. Using only proprietary tools
Answer: B

NEW QUESTION # 142

What are key components of an effective incident response plan?
(Choose Three)

Response:

A. Cost mitigation
B. Identification
C. Preparation

D. Recovery

Answer: B,C,D

NEW QUESTION # 143
Which tool is commonly used during the reconnaissance phase to scan for open ports and services on a network?
Response:

A. Wireshark
B. Burp Suite
C. Nessus

D. Nmap

Answer: D

NEW QUESTION # 144
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