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GIAC Defending Advanced Threats GDAT Priifungsfragen mit Losungen
(Q116-Q121):

116. Frage
Which of the following is a key objective of threat hunting in cybersecurity?
Response:

e A To proactively search for threats that may bypass traditional detection systens
e B. To passively observe network traffic without taking action
e C. To monitor system performance and optimize resource allocation
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¢ D. To block all inbound network traffic during an attack

Antwort: A

117. Frage

Your incident response team has identified a malicious process running on several workstations across your organization. After
further investigation, you discover that the malware has installed itself as a Windows service and has modified several registry keys to
execute on startup.

What are the immediate steps your team should take to remove the malware and prevent it from reinstalling itself?

Response:

A. Wipe the affected workstations and reinstall the operating system froma clean image

B. Reboot all affected workstations to remove the malware from memory and log out all users

C. Isolate the affected workstations from the network and uninstall all non-essential services

D. Disable the malicious service, remove the associated registry keys, and scan for additional persistence mechanisms

Antwort: D

118. Frage

In the context of Active Directory, which of the following statements about LDAP (Lightweight Directory Access Protocol) are
correct?

Response:

A. LDAPS uses default TCP port 636.

B. LDAP can be secured using SSL/TLS to become LDAPS.

C. LDAP is used to query and modify directory services.

D. LDAP is primarily used to distribute Kerberos tickets to users.

Antwort: A,.B,C

119. Frage

Which of'the following are techniques used by malware for maintaining persistence?
(Choose Two)

Response:

A. Frequent systemreboots

B. Installing new services

C. Writing scripts in the startup folder
D. Encrypting all files on the hard drive

Antwort: B,C

120. Frage
Which of the following should be a focus area when reviewing the effectiveness of controls after adversary emulation?
Response:

A. Nummber of emulations that can be performed in a day

B. Tine it takes to detect and respond to the emulation activities
C. Cost analysis of the tools used

D. Public relations impact

Antwort: B

121. Frage
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