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GDPR APPLICABILITY

GOPR is applicable to those erganizations who process the persanal data of EU citizens or
residents even if you're not in EU.

The following processing is outside the scope of the GOPR:

GDPR - LAWFUL BASIS

Under EU Data Protection Law, for all processing of personal data (unless an exemption ar deroga-
tion agpties) there must be a lawful basis. The basis will depend on the purpose and relation with the
individual.
Consent - Personal data may be processed based on an individual providing clear consent to
process his/her data for a specific purpose.
Contractual necessity - Processing is permitted if they must enter a contrack with the individual
or take skeps at their request before entering a contract,

smplianca with legal obligations - Personal data may be processed because the Controller
has a comply with the law to perform such processing,
Data related criminal affences - Restrictions on the processing of personal data relating to
eriminal offences or convictions and issues relating to the appheation of cril 1aw do not materially
change,

acting sensitive f - Explicit consent, Employment Law or laws relating to
sacial ser_unu,r vital Inte:es& :hanu,- b-udaes_ data manifestly made public by the data subject, legal
claims, public interest, medical diagnosis and treatment, public health, historical/scientific/statisti-
cal purposes, exemptions under the law.

Processing for new purpo - Notwithstanding the “data minimization principle ' there are

Dertam clrcumstances in whu:h pErsnnaI data can be pracessed for new purposes which go beyond
the original purpase for which the data was collected,

Processing not reguiring identification - In case the purposes for which the Controller
pru-cesses the personal da.ta do not require the identification of the data subject, the Controller is
under no obligation to retain infarmation identifying the data subject to comply with the GDPR

P.S. Free & New GDPR dumps are available on Google Drive shared by Test4Sure: https/drive.google.conopen?
id=1WIHnrmTUMxoqy572s7HItIvtwY 18Xsp

Test4Sure's experts have simplified the complex concepts and have added examples, simulations and graphs to explain whatever
could be difficult for you to understand. Therefore even the average GDPR exam candidates can grasp all study questions without
any difficulty. Additionally, the GDPR Exam takers can benefit themselves by using our testing engine and get numerous real GDPR
exam like practice questions and answers. They will help them revising the entire syllabus within no time.

PECB GDPR Exam Syllabus Topics:

Topic Details

o This section of the exam measures the skills of Data Protection Officers and covers fundamental concepts
of data protection, key principles of GDPR, and the legal framework governing data privacy. It evaluates

Topic 1 the understanding of compliance measures required to meet regulatory standards, including data processing

principles, consent management, and individuals' rights under GDPR.
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¢ Roles and responsibilities of accountable parties for GDPR compliance: This section of the exam measures
the skills of Compliance Managers and covers the responsibilities of various stakeholders, such as data
controllers, data processors, and supervisory authorities, in ensuring GDPR compliance. It assesses
knowledge of accountability frameworks, documentation requirements, and reporting obligations necessary
to mantain compliance with regulatory standards.

Topic 2

¢ Technical and organizational measures for data protection: This section of the exam measures the skills of
IT Security Specialists and covers the implementation of technical and organizational safeguards to protect
personal data. It evaluates the ability to apply encryption, pseudonymization, and access controls, as well
as the establishment of security policies, risk assessments, and incident response plans to enhance data
protection and mitigate risks.

Topic 3

Topic 4 ¢ Data protection concepts: General Data Protection Regulation (GDPR), and compliance measures
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Additionally, students can take multiple PECB GDPR exam questions, helping them to check and improve their performance. Three
formats are prepared in such a way that by using them, candidates will feel confident and crack the PECB Certified Data Protection
Officer (GDPR) actual exam These three formats suit different preparation styles of GDPR test takers.

PECB Certified Data Protection Officer Sample Questions (Q17-Q22):

NEW QUESTION # 17

Scenario3:

COR Bark is an international banking group that operates in 31 countries. It was formed as themerger of two well-known
investment banks in Germany. Their two main fields of business are retail and nvestment banking. COR Bank provides innovative
solutions for services such as payments, cash management, savings, protection insurance, and real-estate services. COR Bank has a
large number of clients and transactions.

Therefore, they process large information, including clients' personal data. Some of the data from the application processes of COR
Barnk, including archived data, is operated by Tibko, an IT services company located in Canada. To ensure compliance with the
GDPR, COR Bank and Tibko have reached a data processing agreement Based on the agreement, the purpose and conditions of
data processing are determined by COR Bank. However, Tibko is allowed to make technical decisions for storing the data based
on its own expertise. COR Bank airs to remain a trustworthy bank and a long-term partner for its clients. Therefore, they devote
special attention to legal compliance. They started the implementation process of a GDPR compliance programin 2018. The first
step was to analyze the existing resources and procedures. Lisa was appointed as the data protection officer (DPO). Being the
information security manager of COR Bank for many years, Lisa had knowledge of the organization's core activities. She was
previously involved in most of the processes related to information systems management and data protection. Lisa played a key role
in achieving compliance to the GDPR by advising the company regarding data protection obligations and creating a data protection
strategy. After obtaining evidence of the existing data protection policy, Lisa proposed to adapt the policy to specific requirements of
GDPR. Then, Lisa implemented the updates of the policy within COR Bank. To ensure consistency between processes of different
departments within the organization, Lisa has constantly communicated with all heads of GDPR. Then, Lisa implemented the updates
of the policy within COR Bank. To ensure consistency between processes of different departments within the organization, Lisa has
constantly communicated with all heads of departments. As the DPO, she had access to several departments, including HR and
Accounting Department. This assured the organization that there was a continuous cooperation between them The activities of some
departments within COR Bank are closely related to data protection. Therefore, considering their expertise, Lisa was advised from
the top management to take orders from the heads of those departments when taking decisions related to their field. Based on this
scenario, answer the following question:

Question:

Based on scenario 3,Lisa was advised to take orders from the heads of other departments. Is this acceptable under GDPR?

A. No, the organization should not influence, nor put pressure on the DPO for any decision taken.

B. Yes, the DPO is responsible for following management directives while ensuring GDPR compliance.

C. Yes, the DPO shall take instructions and tasks from employee members if required by the organization.
D. Yes, only heads of departments within a financial institution are allowed to give orders to the DPO.


https://www.examsreviews.com/GDPR-pass4sure-exam-review.html
https://www.test4sure.com/GDPR-pass4sure-vce.html
https://www.real4dumps.com/GDPR_examcollection.html

Answer: A

Explanation:

UnderArticle 38(3) of GDPR the DPO must operate independently, without receivinginstructions regarding the execution of their
tasks. A DPO should not bepressured or influencedby the organization when assessing data protection compliance.

* Option C is correctbecause GDPR explicitly states that DPOsmuist act independently.

* Option A is incorrectbecauseno department headsshould interfere with the DPO's decisions.

* Option B is incorrectbecauseDPOs should not take orders on GDPR matters.

* Option D is incorrectbecause DPOsmusst not be influenced by management, even if they provide general compliance guidance.
References:

* GDPR Article 38(3)(DPO independence)

* Recital 97(DPO's autonomy and protection from pressure)

NEW QUESTION # 18

Scenario5:

Recpond is a German employment recruiting company. Their services are delivered globally and include consulting and staffing
solutions. In the beginning. Recpond provided its services through an office in Germany. Today, they have grown to become one of
the largest recruiting agencies,providing employment to more than 500,000 people around the world. Recpond receives most
applications through its website. Job searchers are required to provide the job title and location. Then, a list of job opportunities is
provided. When a job position is selected, candidates are required to provide their contact details and professional work experience
records. During the process, they are informed that the information will be used only for the purposes and period determined by
Recpond. Recpond's experts analyze candidates' profiles and applications and choose the candidates that are suitable for the job
position. The list of the selected candidates is then delivered to Recpond's clients, who proceed with the recruitment process. Files
of candidates that are not selected are stored in Recpond's databases, including the personal data of candidates who withdraw the
consent on which the processing was based. When the GDPR came into force, the company was unprepared.

The top management appointed a DPO and consulted him for all data protection issues. The DPO, on the other hand, reported the
progress of all data protection activities to the top management. Considering the level of sensitivity of the personal data processed by
Recpond, the DPO did not have direct access to the personal data of all clients, unless the top management deemed it necessary.
The DPO planned the GDPR implementation by mitially analyzing the applicable GDPR requirements. Recpond, on the other hand,
mnitiated a risk assessment to understand the risks associated with processing operations. The risk assessment was conducted based
on common risks that employment recruiting companies face. After analyzing different risk scenarios, the level of risk was
determined and evaluated. The results were presented to the DPO, who then decided to analyze only the risks that have a greater
impact on the company. The DPO concluded that the cost required for treating most of the identified risks was higher than simply
accepting them. Based on this analysis, the DPO decided to accept the actual level of the identified risks. After reviewing policies
and procedures of the company. Recpond established a new data protection policy. As proposed by the DPO, the information
security policy was also updated. These changes were then communicated to all employees of Recpond.Based on this scenario,
answer the following question:

Question:

Recpondstores files of candidates who are not selectedin its databases,even if they withdraw consent. Is this acceptable under
GDPR?

e A Yes, the GDPR only requires the controller tostop processing the datawhen consent is withdrawn but does not require its
deletion.

¢ B. No, Recpond must retain candidate data for statistical analysis but must anonymize 1.

e C. No, the GDPR requires the controller to erase personal data if the data subject withdraws their consent for data
processing.

e D. Yes, the GDPR allows personal data to be processedeven after consent is withdrawnso organizations can use the data for
future recruitment opportunities.

Answer: C

Explanation:

UnderArticle 17 of GDPR(Right to Erasure), data subjectshave the right to request deletionof their personal data whenconsent is
withdrawn, unlessa legal obligation or legitimate interest requires retention.

* Option A is correctbecause Recpond musterase personal dataif consent is withdrawn and no other lawful basis exists.

* Option B is incorrectbecauseGDPR requires deletion, not just stopping processing.

* Option C is incorrectbecauseorganizations cannot retain data for fiture purposes without an explicit legal basis.

* Option D is incorrectbecausestatistical use must involve anonymization, which is not mentioned in Recpond's process.
References:

* GDPR Article 17(1)(b)(Right to be forgotten when consent is withdrawn)



* Recital 65(Obligation to erase personal data when processing is no longer necessary)

NEW QUESTION # 19

Scenariol:

MED is a healthcare provider located in Norway. It provides high-quality and affordable healthcare services, including disease
prevention, diagnosis, and treatment. Founded in 1995, MED is one of the largest health organizations in the private sector. The
company has constantly evolved in response to patients' needs.

Patients that schedule an appointment in MED's medical centers initially need to provide their personal information, including name,
surname, address, phone number, and date of birth. Further checkups or admission require additional information, including previous
medical history and genetic data. When providing their personal data, patients are informed that the data is used for personalizing
treatments and improving communication with MED's doctors. Medical data of patients, including children, are stored in the
database of MED's health information system. MED allows patients who are at least 16 years old to use the system and provide
their personal information independently. For children below the age of 16, MED requires consent from the holder of parental
responsibility before processing their data.

MED uses a cloud-based application that allows patients and doctors to upload and access information.

Patients can save all personal medical data, including test results, doctor visits, diagnosis history, and medicine prescriptions, as well
as review and track them at any time. Doctors, on the other hand, can access their patients' data through the application and can add
information as needed.

Patients who decide to continue their treatment at another health institution can request MED to transfer their data. However, even if
patients decide to continue their treatment elsewhere, their personal data is still used by MED. Patients' requests to stop data
processing are rejected. Thisdecision was made by MED's top management to retain the information of everyone registered in their
databases.

The company also shares medical data with InsHealth, a health insurance company. MED's data helps InsHealth create health
insurance plans that meet the needs of individuals and families.

MED believes that it is its responsibility to ensure the security and accuracy of patients' personal data. Based on the identified risks
associated with data processing activities, MED has implemented appropriate security measures to ensure that data is securely
stored and processed.

Since personal data of patients is stored and transmitted over the internet, MED uses encryption to avoid unauthorized processing,
accidental loss, or destruction of data. The company has established a security policy to define the levels of protection required for
each type of information and processing activity. MED has commumicated the policy and other procedures to personnel and
provided customized training to ensure proper handling of data processing.

Question:

Considering the nature of data processing activities described in scenario 1, is GDPR applicable to MED?

¢ A. No, because MED operates only in Norway, and GDPR does not apply to domestic processing,

¢ B. No, MED's activities include healthcare services within one of the four EFTA states, which do not fall under the scope of
GDPR.

¢ C. Yes, MED's use of cloud-based software to store and process health-related information necessitates compliance with
GDPR's data protection requirements.

e D. Yes, GDPR is applicable to MED due to its processing activities involving personal information.

Answer: D

Explanation:

GDPR applies to any organization that processes personal data of individuals within theEuropean Economic Area (EEA), regardless
of the organization's location. Since MED is based in Norway, which is an EEA country, and processes personal health data, it must
comply with GDPR.

Option Ais correct because GDPR applies to all controllers and processors within the EEA.Option Bis misleading because while
cloud-based software is relevant, the primary reason GDPR applies is MED's processing of personal data.Option Cis incorrect
because EFTA states (including Norway) are subject to GDPR.Option Dis incorrect because GDPR applies to all personal data
processing in the EEA.

References:

* GDPR Atrticle 3(Territorial Scope)

* Recital 22(GDPR applies to EEA countries)

NEW QUESTION # 20
Question:
What is themain purpose of conducting a DPIA?



A. Toidentify the causesof the identified risks.

B. Toelimnate all risksassociated with processing personal data.

C. Toextensively assess the impactsof the identified risks on individuals.

D. Tomeasure the potential consequencesof the identified risks on the organization.

Answer: C

Explanation:

UnderArticle 35 of GDPR, a DPIA's primary goal is toassess the risks to individuals' rights and freedoms arising from data
processing.

* Option B is correctbecauseDPIAs focus on evaluating and mitigating risks to data subjects.

* Option A is incorrectbecauseDPIAs are not just about identifying causes but about assessing and mitigating risks.

* Option C is incorrectbecauseGDPR prioritizes risks to individuals, not just organizations.

* Option D is incorrectbecauseeliminating all risks is not possible-DPIAs aim to manage and minimize risks.

References:

* GDPR Article 35(1)(DPIA requirement for high-risk processing)

* Recital 84(DPIAs help protect individuals' rights)

NEW QUESTION # 21

Scenario4:

Berc is a pharmaceutical company headquartered in Paris, France, known for developing inexpensive improved healthcare products.
They want to expand to developing life-saving treatments. Berc has been engaged in many medical researches and clinical trials over
the years. These projects required the processing of large amounts of data, including personal mformation. Since 2019, Berc has
pursued GDPR compliance to regulate data processing activities and ensure data protection. Berc ains to positively impact human
health through the use of technology and the power of collaboration. They recently have created an imovative solution in
participation with Unity, a pharmaceutical company located in Switzerland. They want to enable patients to identify signs of strokes
or other health-related issues themselves. They wanted to create a medical wrist device that continuously monitors patients' heart
rate and notifies them about irregular heartbeats. The first step of the project was to collect information from individvals aged
between 50 and 65. The purpose and means of processing were determined by both companies. The information collected included
age, sex, ethnicity, medical history, and current medical status. Other information included names, dates of birth, and contact details.
However, the individuals, who were mostly Berc's and Unity's customers, were not aware that there was an arrangement between
Berc and Unity and that both companies have access to their personal data and share it between them Berc outsourced the
marketing of their new product to an international marketing company located in a country that had not adopted the adequacy
decision from the EU commission. However, since they offered a good marketing campaign, following the DPO's advice, Berc
contracted it. The marketing campaign included advertisement through telephone, emails, and social media. Berc requested that
Berc's and Unity's clients be first informed about the product. They shared the contact details of clients with the marketing
company.Based on this scenario, answer the following question:

Question:

According to scenario 4,individuals from whom the health data was collected were not informed about the arrangement between
Berc and Unty. Which option below is correct?

¢ A Berc and Unty have determined the purpose and means of processing, so they can decide if they want to inform individuals
or not.

e B. The arrangement and roles and responsibilities of Berc and Unty should be available to individuals.

e C. The supervisory authority should decide whether individuals need to be informed.

e D. The data processing means, purpose, or other arrangements between Berc and Unty areconfidentialand should not be
disclosed to mdividuals.

Answer: B

Explanation:

UnderArticle 13 of GDPR,data subjects must be informedabout who processes their data, includingjoint controllers. This
ensurestransparency and accountability.

* Option A is correctbecauseindividuals have the right to know who processes their data.

* Option B is incorrectbecausecontrollers do not have the discretion to withhold this information.

* Option C is incorrectbecausedata processing arrangements nust be transparent.

* Option D is incorrectbecauseorganizations, not authorities, must ensure transparency.

References:

* GDPR Article 13(1)(a)(Identity of controllers must be disclosed)

* Recital 60(Transparency in processing)



NEW QUESTION # 22

In recent years, many people are interested in PECB certification exam So, PECB GDPR test also gets more and more important.
As the top-rated exam in IT industry, GDPR certification is one of the most important exams. With GDPR certificate, you can get
more benefits. If you want to attend the exam, Test4Sure PECB GDPR questions and answers can offer you convenience. The
dumps are indispensable and the best.
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