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GIAC Defensible Security Architect Sample Questions (Q70-Q75):

NEW QUESTION # 70
Which of the following is a key advantage of using multi-factor authentication (MFA) for remote access?
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Response:

A. Tt encrypts data at rest

B. It reduces bandwidth usage

C. It ensures that only authorized users can access the network, even if passwords are compromised
D. It increases system performance

Answer: C

NEW QUESTION # 71
What is the primary purpose of Domain Isolation in Zero Trust Networking?
Response:

A. To consolidate all domains into a single management domain
B. To isolate and segment network resources based on trust levels
C. To unify different network domains for easier access

D. To enhance the speed of network connectivity

Answer: B

NEW QUESTION # 72

How does a host-based Intrusion Detection SystenvIntrusion Prevention System (IDS/IPS) contribute to the security of Zero Trust
Endpoints?

Response:

A. By encrypting data at rest and in transit

B. By serving as the primary firewall at the network perimeter

C. By monitoring and analyzing system activities for signs of malicious actions
D. By generating excessive logs to deter attackers

Answer: C

NEW QUESTION # 73

Which of the following are best practices for securing remote access to corporate networks?
(Choose two)

Response:

A. Allowing unrestricted access to the network from personal devices
B. Using multi-factor authentication (MFA) for all remote connections
C. Implementing a Jump Box for managing remote access

D. Disabling VPN encryption to reduce latency

Answer: B,C

NEW QUESTION # 74

Which strategies can help mitigate risks related to data mobility in an organization?
(Choose two)

Response:

A. Enforcing data encryption policies for all mobile devices

B. Allowing unrestricted access to corporate networks frommobile devices
C. Using cloud storage without any encryption

D. Implementing Mobile Device Management (MDM) solutions

Answer: A,D



NEW QUESTION # 75
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