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GIAC Defensible Security Architect Sample Questions (Q42-Q47):

NEW QUESTION # 42
In the context of threat vector analysis, which of the following is true?
Response:

A. Tt focuses exclusively on software vulnerabilities

B. It only considers external threats

C. It assesses the paths through which an organization could be attacked
D. It ignores insider threats

Answer: C

NEW QUESTION # 43
In a Zero Trust Networking model, what is the primary role of Single Packet Authentication (SPA)?
Response:

A. Reducing the number of available IP addresses

B. Monitoring user behavior across the network

C. Encrypting data at rest

D. Verifying and authenticating a device before allowing network access

Answer: D

NEW QUESTION # 44
Why is credential rotation important in a Zero Trust framework?
Response:

A. Tt increases the complexity for users, enhancing security
B. It ensures that passwords are easy to remember

C. It simplifies the user authentication process

D. It reduces the risk of credential compromise over time

Answer: D

NEW QUESTION # 45

Which defenses can help mitigate the risk of Distributed Denial of Service (DDoS) attacks?
(Choose two)

Response:

A. Tsolating internal networks using VLANs

B. Implementing Network Address Translation (NAT)
C. Deploying a Web Application Firewall (WAF)

D. Using rate-limiting to control incoming traffic

Answer: C,D

NEW QUESTION # 46
When securing network protocols like SNMP and NTP, tt is crucial to:
Response:

A. Apply strong authentication and encryption
B. Ensure they are unmonitored

C. Utilize the least secure versions

D. Configure them with public access



Answer: A

NEW QUESTION # 47
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