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GIAC Enterprise Incident Response Sample Questions (Q44-Q49):

NEW QUESTION # 44
Which Linux directory contains the configuration files for most software packages?
Response:

A. Jusr
B. /bin
C. /dev
D. /etc

Answer: D

NEW QUESTION # 45

In an enterprise environment, what is the primary purpose of implementing a Security Information and Event Management (SIEM)
system during incident response?

Response:

A. To automate the payroll system

B. To provide real-time analysis of security alerts generated by applications and network hardware
C. To oversee employee productivity monitoring

D. To manage software distributions and patches

Answer: B

NEW QUESTION # 46
What utility in macOS allows for detailed viewing of system and application logs?
Response:

A. Disk Utility

B. Console

C. Activity Monitor
D. Network Utility

Answer: B

NEW QUESTION # 47
How does Platform as a Service (PaaS) support business operations?
Response:

A. By offering an environment for application development and deployment
B. By providing hardware only

C. By offering personal data storage

D. By providing consultancy services on software development

Answer: A

NEW QUESTION # 48
Which data sources provide valuable insights when determining the scope of a network intrusion?
Response:

e A. Web proxy logs
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B. User authentication logs
C. Firewall logs

D. Email transaction logs
E. VPN access logs

Answer: A,.B,C.E

NEW QUESTION # 49
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