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GIAC Enterprise Incident Response Sample Questions (Q37-Q42):

NEW QUESTION # 37
To change file permissions in Linux, the command used is
Response:

A. modset
B. chown
C. chmod
D. config
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Answer: C

NEW QUESTION # 38
What is the FIRST step an incident responder should take after identifying an anomaly that could indicate a modern attack?
Response:

A. Performa full system backup

B. Notify all company employees about the anomaly
C. Collect and preserve digital evidence

D. Isolate the affected system from the network

Answer: C

NEW QUESTION # 39
In a cloud-based incident response, which tool is commonly used to analyze network traffic to and froma cloud environment?
Response:

A. Sphink

B. Adobe Acrobat
C. Microsoft Excel
D. Wireshark

Answer: D

NEW QUESTION # 40
How does Platformas a Service (PaaS) support business operations?
Response:

A. By providing consultancy services on software development

B. By offering an environment for application development and deployment
C. By providing hardware only

D. By offering personal data storage

Answer: B

NEW QUESTION # 41

Which of'the following are valid security features in Linux?
(Multiple Correct Answers)

Response:

A. SELinux

B. iptables

C. AppArmor

D. Time Machine
E. FirewallD

Answer: A,B,C

NEW QUESTION # 42
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