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A pollce department emplovee has access to data related to an engoing investigation. A focal
politician whom the employee supports has come under investigation. The emploves accesses
the data refaking to the investigation and provides the file to the politician anorymously. How
should this behavior be classibied? - ANSWER Corruption

An T manager implernents security measures at the arganization, network, application, and
emgioyes bevels. Which approach to security i the manager using? - ANSWER
Layered Security

A rew SEICEUP ech COMmpany plams to provioe SECure Wirgléss access within it oflice for
employees and other brusted visitors. The company has concerns about competitors
eavesdropping or compromising the connections and obtaining unauthorized access to the
company’s intellectual property, The company is consldering using Wiseless Protected Access 2
(MIPAZ) to secure data in transit, Which protecol does this wireless profection implement? -
ANGWER AES (Advanced Encryption Standard)

A Federal Bereau of Imvestigation (FBI) agent monitors a telephone conversation between a 12-
year-odd child and the child's stepfather. The monitoring s part of a criminal investigation. A
warrant was not obtained price to commencement of the monitoring. Which Law or regulation
did the agent violate? - ANSWER Wiretap Act
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WGU Ethics In Technology QCO1 Sample Questions (Q34-Q39):

NEW QUESTION # 34

Employee A works as a developer for a software company. Their sibling is also a developer at a competitor company. Both
companies are working on a similar application. The sibling's company struggles to get a feature to work, so the sibling copies the
source code for the relevant sections of the application from Employee A's laptop after it was left unattended.

How should this behavior be classified?

A. Industrial espionage
B. Contflict of interest
C. Corruption

D. Nepotism

Answer: A

Explanation:

Industrial espionage refers to the unauthorized theft or copying of trade secrets, proprietary information, or intellectual property from
one company to another, often for competitive advantage.

Why is this Industrial Espionage?

* The sibling stole proprietary source code from Employee A's unattended laptop.

* This act provides unfair competitive advantage to the sibling's company.

* Unauthorized access to trade secrets is illegal under the Economic Espionage Act (1996).

* A. Nepotism - Favoring family members in hiring or promotions, but this case involves theft of intellectual property.

* B. Conflict of Interest - Would apply if Employee A voluntarily shared information, but here, it was stolen.

* D. Corruption - Involves bribery or unethical business practices, but this is corporate theft.

Why Not the Other Options?Thus, the correct answer is C. Industrial Espionage, as it involves theft of confidential trade secrets.
* Economic Espionage Act (1996), 18 U.S.C. §§ 1831-1839.

* OECD Guidelines on Corporate Ethics and Intellectual Property Protection.

References in Ethics in Technology:

NEW QUESTION # 35

An engineer is working on a project to manufacture radar processing equipment for the U.S. millitary. As part of the project contract,
all devices must be new. The engineer discovers that the manufacturer has a policy of using refurbished parts. The engineer speaks to
their manager about it and is ignored.

‘What should this engineer do?

A. Report the activities to the government
B. Ask to be moved to a different activity
C. Resign from their job

D. Contact the local media

Answer: A

Explanation:

Since the U.S. military contract explicitly requires new parts, using refurbished parts violates the contract and potentially U.S. federal
regulations. The engineer ethically and legally must report this violation because it could:

* Compromise national security

* Violate contract law

* Lead to safety risks in military operations

Reporting to a government agency (such as the Department of Defense or an inspector general) ensures that the issue is properly
nvestigated and addressed.

* Whistleblower Protection Act (1989) - Protects employees who report unethical or illegal activities.
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* Defense Contracting & Ethics (False Claims Act) - Companies must comply with military contract specifications.

* Deontological Ethics (Moral Obligation to Report Violations) - Engineers have a duty to act responsibly when ethical violations
occur.

* ACM & IEEE Engineering Ethics - Require professionals to prioritize honesty, safety, and compliance with regulations.
Relevant Ethical References in Technology:Thus, the correct answer is A. Report the activities to the government, as the engineer
must expose contract violations involving millitary equipment.

NEW QUESTION # 36
Which data retention practice complies with the General Data Protection Regulation (GDPR)?

A. Performing biannual data quality audits and reporting findings
B. Securely erasing data that is no longer needed

C. Prohibiting the storage of personal data with financial data
D. Storing personal data for a maximum of six months

Answer: B

NEW QUESTION # 37

A software company continues to refine and update the predictive algorithm that makes its product the market leader. Although the
company announces some changes, most are unannounced so that people and businesses remain unaware.

What is this company protecting?

A. Tradecraft
B. Trademark
C. Trade secret
D. Trade dress

Answer: C

NEW QUESTION # 38

A bank customer recently received a mailer from a third party affiliated with the customer's bank. The customer is concerned
because the mailer includes information about the customer’s remaining mortgage amount.

What is a rule or provision of the Gramm-Leach-Bliley Act (GLBA) that provides a process for the customer to control this type of
information?

A. Pretexting

B. Consumer protection
C. Financial privacy

D. Safeguards

Answer: C

Explanation:

The Gramm-Leach-Bliley Act (GLBA) is a U.S. federal law that governs the privacy and security of consumer financial information.
It contains three key rules:

* Fmancial Privacy Rule - Regulates how financial institutions collect and disclose personal financial information.

* Safeguards Rule - Requires financial institutions to implement security programs to protect consumer data.

* Pretexting Protection Rule - Prohibits deceptive attempts to obtain personal financial information.

In this case, the Financial Privacy Rule is relevant because it provides consumers with a way to control how their financial data is
shared. This rule:

* Requires financial institutions to provide privacy notices detailing how they collect, use, and share customer information.

* Gives custommers the right to opt-out of sharing certain types of financial information with third parties.

Since the customer is concerned about their mortgage details being shared, they can use the Financial Privacy Rule to control such
disclosures.

* B. Pretexting - Involves identity theft or fraudulent attempts to access financial data, which is not relevant here.

* C. Consumer Protection - A broad concept that does not specifically address financial data privacy.

* D. Safeguards - Focuses on securing customer data from breaches, not on controlling data sharing.



Why Not the Other Options?Thus, the correct answer is A. Financial privacy as it directly addresses the customer's concern.
* GrammLeach-Bliley Act (1999), 15 U.S.C. §§ 6801-6809.

* Federal Trade Commission (FTC) Guide to the GLBA Financial Privacy Rule.

* Solove, D. J. (2020). The Privacy Law Fundamentals. IAPP.
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