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Cisco Securing Networks with Cisco Firepower Sample Questions (Q140-Q145):
NEW QUESTION # 140 
An administrator is working on a migration from Cisco ASA to the Cisco FTD appliance and needs to test the rules without disrupting the
traffic. Which policy type should be used to configure the ASA rules during this phase of the migration?

A. Intrusion
B. Access Control
C. identity
D. Prefilter

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-M
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NEW QUESTION # 141 
An administrator configures a Cisco Secure Firewall Threat Defense device in transparent mode. To configure the BVI (Bridge Virtual
Interface), the administrator must:
Add a bridge-group interface
Configure a bridge-group ID
Configure the bridge-group interface description
Add bridge-group member interfaces
How must the engineer perform these actions?

A. Configure a name for the bridge-group interface
B. Set the bridge-group interface mode to transparent
C. Set a security zone for the bridge-group interface
D. Configure an IP address for the bridge-group interface

Answer: D

NEW QUESTION # 142 
When deploying a Cisco ASA Firepower module, an organization wants to evaluate the contents of the traffic without affecting the network.
It is currently configured to have more than one instance of the same device on the physical appliance Which deployment mode meets the
needs of the organization?

A. passive tap monitor-only mode
B. passive monitor-only mode
C. inline mode
D. inline tap monitor-only mode

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/configuration/firewall/asa-910-firewall-config
/access-sfr.html
Inline tap monitor-only mode (ASA inline)-In an inline tap monitor-only deployment, a copy of the traffic is sent to the ASA FirePOWER
module, but it is not returned to the ASA. Inline tap mode lets you see what the ASA FirePOWER module would have done to traffic, and
lets you evaluate the content of the traffic, without impacting the network. However, in this mode, the ASA does apply its policies to the
traffic, so traffic can be dropped due to access rules, TCP normalization, and so forth.

NEW QUESTION # 143 
Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

A. capture
B. capture-traffic
C. capture WORD
D. configure coredump packet-engine enable

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/ac_1.html

NEW QUESTION # 144 
An administrator is configuring their transparent Cisco FTD device to receive ERSPAN traffic from multiple switches on a passive port, but
the Cisco FTD is not processing the traffic. What is the problem?

A. The Cisco FTD must be configured with an ERSPAN port not a passive port.
B. The Cisco FTD must be in routed mode to process ERSPAN traffic.
C. The switches do not have Layer 3 connectivity to the FTD device for GRE traffic transmission.
D. The switches were not set up with a monitor session ID that matches the flow ID defined on the Cisco FTD.

Answer: B
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