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CheckPoint Check Point Certified Troubleshooting Expert - R81.20 Sample
Questions (Q77-Q82):

NEW QUESTION # 77
Troubleshooting issues with Mobile Access requires the following:

A. Standard VPN debugs and packet captures on Security Gateway, debugs of 'cvpnd' process on Security Management
B. Standard VPN debugs, packet captures, and debugs of 'cvpnd' process on Security Gateway

C. Debug logs of FWD captured with the command - 'fw debug fivd on

TDERROR MOBILE ACCESS=5'

e D.'ma_vpnd' process on Security Gateway

Answer: A
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NEW QUESTION # 78
The management configuration stored in the Postgres database is partitioned into several relational database domains. What is the
purpose of the Global Domain?

¢ A This domain is used as the global database to back up the objects referencing the corresponding object attributes from the
System Domain.

¢ B. This domain is used as the global database for MDSM and contains global objects and policies.

e C. This domain is used as the global database to track the changes made by muiltiple administrators on the same objects prior
to publishing,

¢ D. Global Domains is used by the IPS software blade to map the IDs to the corresponding countries according to the
IpToCountry.csv file.

Answer: B

Explanation:

The Global Domain is one of the relational database domains in the Postgres database that stores the management configuration. The
purpose of the Global Domain is to serve as the global database for Multi- Domain Security Management (MDSM) and contain the
global objects and policies that are shared across all domains. The Global Domain also stores the global settings, such as the
administrator roles, the LDAP servers, the IPS profiles, and the SmartEvent views. The Global Domain can be managed by the
Global Domain Admnistrator or the Super User Administrator using the SmartConsole. The Global Domain can be backed up and
restored using the mds_backup and mds_restore commands.

Reference:

1: Architecture and Processes - Check Point Software

2: Multi-Domain Security Management R81.10 Admmistration Guide

3: How to backup and restore Multi- Domain Security Management Server

NEW QUESTION # 79
What Check Point process controls logging?

A.CPVVD
B.CPD
C.FWD
D.CPM

Answer: C

NEW QUESTION # 80
What is the Security Gateway directory where an administrator can find vpn debug log files generated during Site-to-Site VPN
troubleshooting?

A. SCPDIR/conf/

B. SFWDIR/log/

C. SFWDIR/conf/

D. opt/CPsuiteR80/vpr/log/

Answer: B

Explanation:

The correct directory where an admnistrator can find vpn debug log files generated during Site-to-Site VPN troubleshooting is
$FWDIR/log/. This directory contains the following files related to vpn debug:

* ypnd.elg; This file contains the high-level VPN debug information, such as the VPN tunnel establishment, deletion, and negotiation
messages. It can be enabled by using the vpn debug on command on the Security Gateway CLI.

* legacy _ike.elg: This file contains the low-level IKE debug information for IKEv1, such as the IKE packets, encryption, decryption,
and authentication. It can be enabled by using the vpn debug keon command on the Security Gateway CLI.

* legacy ikev2.xml: This file contains the low-level IKE debug nformation for IKEv2, such as the IKE packets, encryption,
decryption, and authentication. It can be enabled by using the vpn debug ikev2on command on the Security Gateway CLL

These files can be viewed by using the vpn debug view command on the Security Gateway CLI, or by using the IKEView tool on
the Security Management Server GUIL.

References:



* vpn debug - Check Point Software
* IKE Debug on R81 and above - Check Point CheckMates
* (CCTE) - Check Point Software

NEW QUESTION # 81
What is the name of the VPN kermnel process?

A. VPND
B. FWK

C. CVPND
D. VPNK

Answer: A

NEW QUESTION # 82
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