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VMware NSX 4.X Professional V2 Sample Questions (Q72-Q77):

NEW QUESTION # 72
Which TraceFlow traffic type should an NSX administrator use for validating connectivity between App and DB virtual machines
that reside on different segments?

A. Unicast

B. Multicast
C. Broadcast
D. Anycast

Answer: A

Explanation:

In NSX, Unicast traffic type should be used in TraceFlow when validating connectivity between two specific virtual machines, such
as App and DB VM, that reside on different segments.

Unicast traffic is directed from one source to a single destination, making it suitable for testing direct connectivity between two VM.

NEW QUESTION # 73

As part of an organization's IT security compliance requirement, NSX Manager must be configured for 2FA (two-factor
authentication).

‘What should an NSX administrator have ready before the integration can be configured? O

A. VMware Identity Manager with an OAuth Client added

B. VMware Identity Manager with NSX added as a Web Application
C. Active Directory LDAP integration with OAuth Client added

D. Active Directory LDAP integration with ADFS

Answer: A

Explanation:

To configure NSX Manager for two-factor authentication (2FA), an NSX administrator must have VMware Identity Manager
(vIDM) with an OAuth Client added. vIDM provides identity management services and supports various 2FA methods, such as
VMware Verify, RSA SecurlD, and RADIUS. An OAuth Client is a configuration entity in vVIDM that represents an application that
canuse VIDM for authentication and authorization. NSX Manager must be registered as an OAuth Client in vIDM before it can use
2FA.

Reference: : VMware NSX-T Data Center Installation Guide, page 19. : VMware NSX-T Data Center Administration Guide, page
102. : VMware Blogs: Two-Factor Authentication with VMware NSX-T

NEW QUESTION # 74
Which two tools are used for centralized logging in VMware NSX? (Choose two.)

A. VMware Aria Automation

B. VMware Aria Operations for Logs

C. VMware Aria Operations for Networks
D. VMware Aria Operations

E. Syslog Server

Answer: B.E

Explanation:

Two tools that are used for centralized logging in VMware NSX are Syslog Server and VMware Aria Operations for Logs. Syslog
Server is a standard protocol for sending log messages from various network devices to a centralized serverl. VMware NSX
supports syslog for long term retention of logs and all NSX components can send syslog messages to a configured syslog server2.
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VMware Aria Operations for Logs is a VMware product that provides intelligent log analytics for NSX3. It provides monitoring and
troubleshooting capabilities and customizable dashboards for network virtualization, flow analysis, and alerts3. The other options are
incorrect because they are not tools for centralized logging in VMware NSX. VMware Aria Operations is a VMware product that
provides operations management and autormation for NSX4, but it is not the same as VMware Aria Operations for Logs. VMware
Aria Autormation is a VMware product that provides automation and orchestration for NSX5, but it is not related to logging.
‘VMware Aria Operations for Networks is not a valid product name.

Reference: Syslog, NSX Logging and System Events, VMware vRealize Log Insight for NSX, VMware vRealize Operations
Management Pack for NSX, VMware vRealize Automation

NEW QUESTION # 75
Where in the NSX UI would an administrator set the time attribute for a time-based Gateway Firewall rule?

A. The option to set time based rule is a field in the rule Itself.

B. There Is no option in the NSX UL It must be done via command line interface.
C. The option to set time-based rule is a clock Icon in the policy.

D. The option to set time-based rule is a clock Icon in the rule.

Answer: C

Explanation:

According to the VMware documentationl, the clock icon appears on the firewall policy section that you want to have a time
window. By clicking the clock icon, you can create or select a time window that applies to all the rules in that policy section. The
other options are incorrect because they either do not exist or are not related to the time-based rule feature. There is no option to set
a time-based rule in the rule itself, as it is a policy-level setting. There is also an option to set a time-based rule in the NSX UL, so it
does not require using the command Iine interface.

https’//docs.vimware.comven/ VMware-NSX/4. 1 /administration/GUID- 8572496 E- AGOE-48C3-A016-

4A081 AC80BE7.html

NEW QUESTION # 76

An NSX admmistrator has deployed a single NSX Manager node and will be adding two additional nodes to forma 3-node NSX
Management Cluster for a production environment. The administrator will deploy these two additional nodes and Cluster VIP using
the NSX UL

What two are the prerequisites for this configuration? (Choose two.)

A. The cluster configuration must be conpleted using API.
B. NSX Manager nust reside on a Windows Server.

C. A compute manager must be configured.

D. Allnodes must be in separate subnets.

E. All nodes nmust be in the same subnet.

Answer: C.E

Explanation:

For a 3-node NSX Manager cluster, all nodes must be within the same subnet to ensure proper communication and finctionality
between them

A conmpute manager nust be configured before adding nodes to the cluster, as it provides the necessary integration between the
NSX Manager and the underlying virtualization infrastructure (such as vSphere or vCenter).

NEW QUESTION # 77
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