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CompTIA Cloud+ Certification Exam Sample Questions (Q340-Q345):

NEW QUESTION # 340

A systerms administrator is provisioning VMSs in a cloud environment and has been told to select an OS build with the furthest end-
of-life date.

Which of the following OS builds would be BEST for the systems administrator to use?

A. Open-source
B. Stable

C. Canary

D. Beta

E. LTS

Answer: B

NEW QUESTION # 341

A resource pool n a cloud tenant has 90 GB of memory and 120 cores. The cloud admmistrator needs to maintain a 30% buffer for
resources for optimal performance of the hypervisor. Which of the following would all ow for the maximum number of two-core
machines with equal memory?

A. 45 VM, 2 GB of memory
B. 60 VM, 1 GB of memory
C. 30 VMs, 3GB of memory
D. 40 VM, 1,5GB of memory

Answer: A

Explanation:

Explanation

To calculate the maximum number of two-core machines with equal memory, we need to consider the resource pool capacity and
the buffer requirement. The resource pool has 90 GB of memory and 120 cores, but the cloud administrator needs to maintain a
30% buffer for optimal performance. This means that only 70% of the resources can be used for VM allocation. Therefore, the
available memory is 90 GB x 0.7 = 63 GB, and the available cores are 120 x 0.7 = 84 cores. To allocate two-core machines with
equal memory, we need to divide the available memory by the available cores and multiply by two. This gives us the memory size
per VM: (63 GB/ 84 cores) x 2 = 1.5 GB. However, this is not a valid answer option, so we need to find the closest option that
does not exceed the available resources. The best option is C, which allocates 45 VMs with 2 GB of memory each. This uses up 45
x2 =90 GB of memory and 45 x 2 = 90 cores, which are within the available limits.

NEW QUESTION # 342

A cloud administrator is managing an organization's infrastructure in a public cloud. All servers are currently located in a single virtual
network with a single firewall that all traffic must pass through. Per security requirements, production, QA, and development servers
should not be able to commumicate directly with each other. Which of the following should an administrator performto comply with
the security requirement?

e A. Create separate network security groups for production, QA, and development servers.
Peer the networks together.
Create static routes for each network to the firewall
¢ B. Create separate virtual networks for production, QA, and development servers.
Move the servers to the appropriate virtual network.
Peer the networks together.
e (. Create separate virtual networks for production, QA, and development servers.
Move the servers to the appropriate virtual network.
Apply a network security group to each virtual network that denies all traffic except for the firewall.
e D. Create separate network security groups for production, QA, and development servers.
Apply the network security groups on the appropriate production, QA, and development servers.
Peer the networks together.

Answer: C



Explanation:

These are the actions that the administrator should performto comply with the security requirement of isolating production, QA, and
development servers from each other in a public cloud environment:

Create separate virtual networks for production, QA, and development servers: A virtual network is a logical isolation of network
resources or systerms within a cloud environment. Creating separate virtual networks for different types of servers can help to
segregate them from each other and prevent direct communication or interference.

Move the servers to the appropriate virtual network: Moving the servers to the appropriate virtual network can help to assign them
to their respective roles and functions, as well as ensure that they follow the network policies and rules of their virtual network.
Apply a network security group to each virtual network that denies all traffic except for the firewall: A network security group is a
set of rules or policies that control and filter inbound and outbound network traffic for a virtual network or system. Applying a
network security group to each virtual network that denies all traffic except for the firewall can help to enforce security and
compliance by blocking any unauthorized or unwanted traffic between different types of servers, while allowing only necessary traffic
through the firewall.

NEW QUESTION # 343

A volume-based licensing model is a licensing model that charges the customer based on the amount of data or resources that they
consurre or use. A volume-based licensing model is suitable for an laaS (Infrastructure as a Service) environment, as it allows the
customer to pay only for what they need and scale up or down as their demand changes. A volume-based licensing model can
provide financial benefits for the customer, such as lower upfront costs, greater flexibility, and more predictable billing.question 277
A cloud administrator is evaluating a solution that will limit access to authorized individuals. The solution also needs to ensure the
system that connects to the environment meets patching, antivirus, and configuration requirements. Which of the following
technologies would BEST meet these requirements?

A.NAC
B. HIPS
C.IDS

D. EDR

Answer: A

Explanation:

NAC (Network Access Control) is a technology that will limit access to authorized individuals and ensure the system that connects
to the environment meets patching, antivirus, and configuration requirements. NAC can enforce policies and rules that define who,
what, when, where, and how a device or a user can access a network or a cloud environment. NAC can also inspect and evaluate
the security posture and compliance status of a device or a user before granting or denying access. For example, NAC can check if
the device has the latest patches, antivirus software, and configuration settings, and if not, it can quarantine, remediate, or reject the
device. NAC can also monitor and audit the ongoing network activity and behavior of the devices and users, and take actions if any
violations or anomalies are detected.

NEW QUESTION # 344
A cloud administrator is provisioning five VM, each with a minimum of 8GB of RAM and a varying load throughout the day. The
hypervisor has only 32GB of RAM. Which of'the following features should the administrator use?

A. Process scheduling

B. Memory overcommitment
C. Hyperthreading

D. Thin-provisioned model

Answer: A

NEW QUESTION # 345
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