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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q282-Q287):
NEW QUESTION # 282 
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?

A. radius-server timeout
B. session timeout
C. termination-action
D. idle timeout

Answer: D

Explanation:
Reference:
When the inactivity timer is enabled, the switch monitors the activity from authenticated endpoints. When the inactivity timer expires,
the switch removes the authenticated session. The inactivity timer for MAB can be statically configured on the switch port, or it can
be dynamically assigned using the RADIUS Idle-Timeout attribute

NEW QUESTION # 283 
An administrator is configuring RADIUS on a Cisco switch with a key set to Cisc403012128 but is receiving the error
"Authentication failed: 22040 Wrong password or invalid shared secret. "what must be done to address this issue?

A. Configure the key on the Cisco ISE instead of the Cisco switch.
B. Validate that the key is correct on both the Cisco switch as well as Cisco ISE.
C. Add the network device as a NAD inside Cisco ISE using the existing key.
D. Use a key that is between eight and ten characters.

Answer: C

NEW QUESTION # 284 
When setting up profiling in an environment using Cisco ISE for network access control, an organization must use non-proprietary
protocols for collecting the information at layer 2. Which two probes will provide this information without forwarding SPAN packets
to Cisco ISE? {Choose two.)

A. DHCP SPAN probe
B. DNS probe
C. SNMP query probe
D. NetFlow probe
E. RADIUS probe

Answer: C,E

Explanation:
Explanation
https://ciscocustomer.lookbookhq.com/iseguidedjourney/ISE-profiling-design

NEW QUESTION # 285 
Refer to the exhibit. A network engineers configuring the switch to accept downloadable ACLs from a Cisco ISC server.
Which two commands should be run to complete the configuration? (Choose two)
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A. radius server vsa sand authentication
B. radius-server attribute 8 include-in-access-req
C. dot1x system-auth-control
D. ip device tracking
E. aaa authorization auth-proxy default group radius

Answer: C,D

Explanation:
radius server vsa send authentication is enabled by default on IOS 15.X and later versions.
To configure a switch to accept downloadable ACLs from a Cisco ISE server, the following two commands are required:
ip device tracking: This command enables the switch to track IP device information, which is needed for the ISE server to provide
dynamic access policies based on a device's IP address.
dot1x system-auth-control: This command enables 802.1X authentication on the switch and allows the switch to forward
authentication requests to the ISE server.

NEW QUESTION # 286 
A new employee just connected their workstation to a Cisco IP phone. The network administrator wants to ensure that the Cisco IP
phone remains online when the user disconnects their Workstation from the corporate network. Which CoA configuration meets this
requirement?

A. Reauth
B. Port Bounce
C. Disconnect
D. NoCoA

Answer: A

Explanation:
The Reauth option may be sufficient for cases where no VLAN or address change is expected following reauthorization of the
current session.
If multiple endpoints are detected on a wired switchport, ISE will automatically revert to using the Reauth option to avoid service
disruption of other connected devices. A common example is a workstation connected to an IP phone where a port bounce would
interrupt communications for both workstation and phone.

NEW QUESTION # 287
......
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