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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q40-Q45):

NEW QUESTION # 40
FortiGate is operating in NAT mode and has two physical interfaces comnected to the LAN and DMZ networks respectively.
Which two statements about the requirements of connected physical interfaces on FortiGate are true? (Choose two.)

A. Both interfaces must have IP addresses assigned.

B. Both interfaces must have directly connected routes on the routing table.

C. Both interfaces must have DHCP enabled and interfaces set to LAN and DMZ roles assigned.
D. Both interfaces must have the interface role assigned.

Answer: A,B

Explanation:
Interfaces must have directly connected routes in the routing table to forward traffic correctly.
Interfaces must have IP addresses assigned to communicate within their respective networks.

NEW QUESTION # 41
Refer to the exhibits.
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The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy
objects.
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The WAN (port2) interface has the IP address 100.65.0.101/24.

The LAN (port4) interface has the IP address 10.0.11.254/24.

Which IP address will be used to source NAT (SNAT) the traffic, if the user on HQ-PC-1 (10.0.11.50) pings the IP address of
BR-FGT (100.65.1.111)

A. 100.65.0.149
B. 100.65.0.99
C. 100.65.0.101
D. 100.65.0.49

Answer: B

Explanation:
The ping traffic policy uses the IP pool named SNAT-Remotel, which has the external IP range 100.65.0.99. Therefore, traffic
matching this policy (ping from HQ-PC-1 to BR1-FGT) will use 100.65.0.99 for source NAT.

NEW QUESTION # 42
‘When configuring a FortiGate in a multi- WAN setup, why would an administrator enable session preservation on an interface?

A. To make sure all sessions without source NAT enabled always use the primary WAN link

B. To allow the FortiGate to dynamically change interfaces for all active sessions when a WAN link fails
C. To improve security by forcing users to authenticate again when the WAN link changes

D. To ensure that existing SSL. VPN connections remain on the same interface even if route changes occur

Answer: D

Explanation:
Session preservation keeps active sessions, such as SSL VPN, tied to the original interface to prevent disruption when WAN
routes change.

NEW QUESTION # 43
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
Which protocol must FortiGate allow even though the user cannot authenticate?

A. DNS

B. TACASC+
C. Kerberos
D. LDAP

Answer: A

Explanation:
DN traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if
authentication mitially fails.

NEW QUESTION # 44
Refer to the exhibit.
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end
config ips qlobad

set faPl-open enable
end

Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)



A. Administrators cannot change the configuration.

B. Admmistrators nust restart FortiGate to allow new session.
C. FortiGate drops new sessions requiring inspection.

D. FortiGate skips quarantine actions.

Answer: C,D

Explanation:

In fail-open mode, FortiGate skips quarantine actions to maintain traffic flow despite IPS or antivirus failures.

FortiGate drops new sessions that require inspection when in conserve mode and fail-open is enabled, to protect the network from
potentially harmful traffic.

NEW QUESTION # 45
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