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NEW QUESTION # 133 
How can one harden a containerized environment?
Response:

A. By limiting container privileges and access to host resources.
B. By using containers to run different parts of the same application.
C. By increasing the number of containers on a single host.
D. By running containers as root users.

Answer: A

NEW QUESTION # 134 
In the context of microservice security, what is an "attack surface"?
Response:

A. The code libraries used in the microservices
B. The physical location where the application is hosted
C. The total number of users who can access the microservices
D. All the points where an unauthorized user can try to enter data to or extract data from an environment

Answer: D

NEW QUESTION # 135 
In which scenario would bypassing the Same Origin Policy be necessary for CDN content delivery?
Response:

A. When accessing resources from different domains
B. When deploying updates using a canary strategy
C. When using HTTPS instead of HTTP
D. When implementing a single-page application architecture

Answer: A

NEW QUESTION # 136 
Which tool is commonly used for policy-based automated remediation in cloud environments?
Response:

A. Kubernetes
B. Cloud Custodian
C. Terraform
D. Jenkins

Answer: B

NEW QUESTION # 137 
What role do container orchestration tools play in container security?
Response:

A. They simplify networking between containers to the extent that no firewall rules are required.
B. They help in managing and scaling containers securely and efficiently.
C. They automatically fix any security vulnerabilities within containers.
D. They decrease the visibility into the health and performance of containers.

Answer: B
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