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NEW QUESTION # 53
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Examine the FortiGate RSSO configuration shown i the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the nternet link is connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the mnternet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

e A. Enable Security Fabric Connection on port3

¢ B. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
mformation of the RSSO users

e C. Add RSSO Group to the firewall policy

e D. Create a second firewall policy from port3 lo portl and select the target destination subnets

Answer: C

Explanation:

Explanation

According to the exhibit, the firewall policy from port3 to port] has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the commumication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port] will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 54

Refer to the exhibits. The exhibits show the wireless network (VAP) SSID profiles defined on FortiManager and an AP profile
assigned to a group of APs that are supported by FortiGate.

None of the APs are broadcasting the SSIDs defined by the AP profile.



SSID Profiles

Corp_Printers
employees
fortinet-cp
PSK

|_Blireaneh Profils

AP Profile

Name FAPUA31F-MainCampus
Comments

Platform FAPU43LF
Platform Mode Dual 5G
Country/ Region United States

AP Login Password Set Set Empty

Administrative Access OuTTPS Osnmpe OssH

Client Load Balancing [OFrequency Handoff [JAP Handoff
Bluetooth Profile None

Band 5 CHz 802 11ax/ac/n

Channel Width 20MHz  4oMHz [ERNGE 160MH:z

Short Guard Interval

Channels Oss 0«0 04
Oeor Oes
O1s O D124
D140 Dias

TX Power Control CTLN Manual

TX Power [10 [-[17

SSIDs Tunnel Manual

Monitor Channel Utilization @)

‘Which changes do you need to make to enable the SSIDs to broadcast?

A. Enable one channel in the Channels section

B. Enable multiple channels in the Channels section and enable Radio Resource Provision
C. Inthe SSIDs section enable Tunnel

D. In the SSIDs section, enable Manual and assign the networks manually

Answer: A

Explanation:
To enable the SSID, you must select at least one channel for the radio. If no channels are selected, the SSID will not be enabled.
Therefore, enabling one channel in the Channels section will allow the SSIDs to broadcast.

NEW QUESTION # 55
Refer to the exhibit.



FortiGate # diagnose test authserver radius FAC-Lab mschap? student password
[1909] handle_req-Rcwd auth req 1288058912 for student in FAC-lLab opt=0000001d prot=4
[466] __compose_group list from req-Group 'FAC-Lab’, type 1
(617) tnh-l_pnp.‘ start-student
[505] _ fnbamd cfg get_radius list by server-Loading RADIUS server ‘FAC-Lab'
(342) M_mu_:mu_mcw radius socket 13
[342] fnbamd_create_radius_socket-Opened radius socket 14
(1352] fnbamd radius_auth_send-Compose RADIUS request
[1352] fnbamd rad dns cb-10.0.1.150->10.0.1.150
(1330] m—n zu send-Sent radius req to server 'FAC-Lab’': fd=13, IP=10.0.1.150(10.0.1.150:1812) code=1 id=2 len=180 us
pr="student” using MS-CEAPvZ
(320] radius_server_auth-Timer of rad 'FAC-Lab’ is added
33) emt-_nlu:_ussm-mm 1 server(s) to try
359] fnbamd auth_handle_radius_result-Timer of rad 'FAC-Lab' is deleted
800] fnbamd radius_auth_walidate_pkt-RADIUS resp code 2
[320] lll‘.l.'ll':l‘. lmss vsas-FORTINET attr, type 1, val SSLVPN
[1661]) xmn- decode _mppe_key-Fey len after decode 16

[1661] _ radius_decode_mppe key-Fey len after decode 16

[1385] fabamd auth handle radius result-->Result for radius svr 'FAC-Lab® 10.0.1.150(1) is 0

[266] find matched_usr_grps-Skipped group matching

[217] tnh-d comm | 'lnll result-Sending result 0 (nid 0) for req 1288058912, len=2158

nuthenticate 'student’ Tagainst ‘mschap2’ succeeded, server=primary assigned_rad_session_id=1288058912 session_timeout=0 se
ce idle tmt-ﬁnn-el!

Examine the debug output shown in the exhibit
Which two statements about the RADIUS debug output are true" (Choose two)

¢ A User authentication succeeded using MSCHAP

e B. The RADIUS server sent a vendor-specific attribute in the RADIUS response
e (. The user student belongs to the SSLVPN group

e D. User authentication failed

Answer: B,C

NEW QUESTION # 56
Refer to the exhibit.

10.0.1.0/24

Chent FortBwitch FortiGate FortiAuthenticator

(non-802.1X device) {Authenticator) (Switch Controller) (Authentication Server)
TO80 EB1ACI4RICE S224EFTFLS005867

b Frase 1: 183 bytes on wire (1464 bits), 183 bytes captured (1464 Bits)
b Ethernet II, Src: Wieare Sd:ec:ica (80:59:58:96:ecica), Dst: Viware 96:08:60 (00:50:56:96:08:60)
b Internet Protecel Version 4, Src: 10.9.1.2%4, Dst: 19.8.1.150
P User Datagras Protocol, Src Port: 58691, Dst Port: 1812
4 RADTUS Protocol
Code: Access-Request (1)
Packet ideatifier: ox8 (8)
Length: 141
Authenticator: JaTX7cbledsSdffldedfoiE785b1b6
1 iy [a
4 Artribute Value Palrs
b oAVP: teMAS-Tdentdfier(32) 1=18 val=S2240PTF19005867
b AvP: teUser-lase(l) 1=19 val-79-88-68-8C-4A-CE
AP t=User-Password(2) l=3 val=Encrypted
ave: teService-Type(€) l=6 wval=Call-Check(le)
AP teFramed-MTU(12) l=6 val=15088
AVP: t=MAS-Port-Td(87) 1=7 valsport2
AP reMAS-Port(S) 16 valel
AVP: teMAS-Port-Type(61) 1= v-l-!thﬂmttis}
AvP: t=Calling-Station-Td( A

--.w l
Examine the network diagram and packet capture shown in the exhibit
The packet capture was taken between FortiGate and FortiAuthenticator and shows a RADIUS Access- Request packet sent by

FortiSwitch to FortiAuthenticator through FortiGate Why does the User-Nae attribute in the RADIUS Access-Request packet
contain the client MAC address?

LR R

e A FortiSwitch is authenticating the client using MAC authentication bypass

e B. The client is performing AD machine authentication

e C. The client is performing user authentication

e D. FortiSwitch is sending a RADIUS accounting message to FortiAuthenticator

Answer: A

Explanation:



According to the exhibit, the User-Nane attribute in the RADIUS Access-Request packet contains the client MAC address of
00:0c:29:6a:2b:3d. This indicates that FortiSwitch is authenticating the client using MAC authentication bypass (MAB), which is a
method of authenticating devices that do not support 802.1X by using their MAC address as the username and password.
Therefore, option B is true because it explains why the User-Name attribute contains the client MAC address. Option A is false
because AD machine authentication uses a computer account name and password, not a MAC address. Option C is false because
userauthentication uses a user name and password, not a MAC address. Option D is false because FortiSwitch is sending a
RADIUS Access-Request message to FortiAuthenticator, not a RADIUS accounting message.

Refer to the exhibits.
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An administrator has configured FortiGate with an SSID (Corp) with dynamic VLAN assignment, and also configured a RADIUS
server to send IETF 64, IETF 65, and IETF 81 VSAs.

The administrator has verified that the RADIUS server is sending all the required information to FortiGate.

However, FortiGate is not assigning correct VLANSs to the wireless clients.

What is causing the problem?

A. Wireless clients must be assigned an [P address fromthe 10.0.3.0/24 subnet.

B. The administrator must define the corresponding VLANS that are sent by the RADIUS server.

C. The admnistrator must configure a firewall policy to allow wireless clients to communicate with the RADIUS server.
D. The RADIUS server nust send the framed-ip attribute to assign wireless clients an I[P address.

Answer: D

NEW QUESTION # 58
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