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Examine the FortiGate RSSO configuration shown in the exhibit
FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to port1 FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

A. Enable Security Fabric Connection on port3
B. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
information of the RSSO users
C. Add RSSO Group to the firewall policy
D. Create a second firewall policy from port3 lo port1 and select the target destination subnets

Answer: C

Explanation:
Explanation
According to the exhibit, the firewall policy from port3 to port1 has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port1 will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 54 
Refer to the exhibits. The exhibits show the wireless network (VAP) SSID profiles defined on FortiManager and an AP profile
assigned to a group of APs that are supported by FortiGate.
None of the APs are broadcasting the SSlDs defined by the AP profile.



Which changes do you need to make to enable the SSIDs to broadcast?

A. Enable one channel in the Channels section
B. Enable multiple channels in the Channels section and enable Radio Resource Provision
C. In the SSIDs section enable Tunnel
D. In the SSIDs section, enable Manual and assign the networks manually

Answer: A

Explanation:
To enable the SSID, you must select at least one channel for the radio. If no channels are selected, the SSID will not be enabled.
Therefore, enabling one channel in the Channels section will allow the SSIDs to broadcast.

NEW QUESTION # 55 
Refer to the exhibit.



Examine the debug output shown in the exhibit
Which two statements about the RADIUS debug output are true'' (Choose two)

A. User authentication succeeded using MSCHAP
B. The RADIUS server sent a vendor-specific attribute in the RADIUS response
C. The user student belongs to the SSLVPN group
D. User authentication failed

Answer: B,C

NEW QUESTION # 56 
Refer to the exhibit.

Examine the network diagram and packet capture shown in the exhibit
The packet capture was taken between FortiGate and FortiAuthenticator and shows a RADIUS Access- Request packet sent by
FortiSwitch to FortiAuthenticator through FortiGate Why does the User-Name attribute in the RADIUS Access-Request packet
contain the client MAC address?

A. FortiSwitch is authenticating the client using MAC authentication bypass
B. The client is performing AD machine authentication
C. The client is performing user authentication
D. FortiSwitch is sending a RADIUS accounting message to FortiAuthenticator

Answer: A

Explanation:



According to the exhibit, the User-Name attribute in the RADIUS Access-Request packet contains the client MAC address of
00:0c:29:6a:2b:3d. This indicates that FortiSwitch is authenticating the client using MAC authentication bypass (MAB), which is a
method of authenticating devices that do not support 802.1X by using their MAC address as the username and password.
Therefore, option B is true because it explains why the User-Name attribute contains the client MAC address. Option A is false
because AD machine authentication uses a computer account name and password, not a MAC address. Option C is false because
userauthentication uses a user name and password, not a MAC address. Option D is false because FortiSwitch is sending a
RADIUS Access-Request message to FortiAuthenticator, not a RADIUS accounting message.

NEW QUESTION # 57 
Refer to the exhibits.

An administrator has configured FortiGate with an SSID (Corp) with dynamic VLAN assignment, and also configured a RADIUS
server to send IETF 64, IETF 65, and IETF 81 VSAs.
The administrator has verified that the RADIUS server is sending all the required information to FortiGate.
However, FortiGate is not assigning correct VLANs to the wireless clients.
What is causing the problem?

A. Wireless clients must be assigned an IP address from the 10.0.3.0/24 subnet.
B. The administrator must define the corresponding VLANs that are sent by the RADIUS server.
C. The administrator must configure a firewall policy to allow wireless clients to communicate with the RADIUS server.
D. The RADIUS server must send the framed-ip attribute to assign wireless clients an IP address.

Answer: D

NEW QUESTION # 58
......
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