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Zscaler Digital Transformation Administrator Sample Questions (Q121-
Q126):
NEW QUESTION # 121 
What are common delivery mechanisms for malware?

A. Personal emails, company documents, OneDrive
B. Malware downloads from web pages
C. Spam, exploit kits, USB drives, video streaming
D. Phishing, Exploit Kits, Watering Holes, Pre-existing Compromise

Answer: D

Explanation:
Phishing campaigns, exploit kits, watering#hole sites, and leveraging an existing compromise are all widely observed vectors for
delivering malware, as they effectively trick users or exploit vulnerabilities to gain initial footholds.

NEW QUESTION # 122 
What Malware Protection setting can be selected when setting up a Malware Policy?

A. Isolate
B. Do Not Decrypt
C. Bypass
D. Block

Answer: D

Explanation:
The valid Malware Protection setting selectable when configuring a Malware Policy in Zscaler isBlock. This setting instructs the
platform to block malicious files or activities detected by malware scanning engines.
Other settings like Isolate or Bypass are not standard malware policy actions in Zscaler's malware protection configuration. The "Do
Not Decrypt" option relates to SSL inspection settings, not malware policy actions.
The study guide specifies "Block" as the primary malware policy action to enforce protection.

NEW QUESTION # 123 
An administrator would like users to be able to use the corporate instance of a SaaS application. Which of the following allows an
administrator to make that distinction?

A. URL filtering with SSL inspection
B. Endpoint DLP
C. Out-of-band CASB
D. Cloud application control

Answer: D

Explanation:
Cloud application controlis the feature that allows an administrator to distinguish and enforce policies specifically on the corporate
instance of a SaaS application. This enables granular control, allowing users to access the approved corporate SaaS while restricting
access to personal or unauthorized instances. Out-of- band CASB generally provides visibility but does not enforce real-time
distinctions in this context. URL filtering with SSL inspection and Endpoint DLP serve different purposes, such as content inspection
and endpoint data protection, respectively.
The study guide explains that Cloud Application Control policies identify and enforce controls based on SaaS application instances,
providing precise policy enforcement aligned with corporate SaaS usage requirements.
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NEW QUESTION # 124 
An administrator would like users to be able to use the corporate instance of a SaaS application. Which of the following allows an
administrator to make that distinction?

A. URL filtering with SSL inspection
B. Endpoint DLP
C. Out-of-band CASB
D. Cloud application control

Answer: D

Explanation:
Cloud application controlis the feature that allows an administrator to distinguish and enforce policies specifically on the corporate
instance of a SaaS application. This enables granular control, allowing users to access the approved corporate SaaS while restricting
access to personal or unauthorized instances. Out-of- band CASB generally provides visibility but does not enforce real-time
distinctions in this context. URL filtering with SSL inspection and Endpoint DLP serve different purposes, such as content inspection
and endpoint data protection, respectively.
The study guide explains that Cloud Application Control policies identify and enforce controls based on SaaS application instances,
providing precise policy enforcement aligned with corporate SaaS usage requirements.

NEW QUESTION # 125 
Client Connector forwarding profile determines how we want to forward the traffic to the Zscaler Cloud.
Assuming we have configured tunnels (GRE or IPSEC) from locations, what is the recommended combination for on-trusted and
off-trusted options?

A. None for on-trusted and tunnel v2.0 for off-trusted
B. Tunnel v2.0 for on-trusted and none for off-trusted
C. None for on-trusted and none for off-trusted
D. Tunnel v2.0 for on-trusted and tunnel v2.0 for off-trusted

Answer: B

Explanation:
When tunnels (GRE/IPSec) are already configured from trusted locations (like branch offices), therecommended setting is "Tunnel
v2.0" for on-trusted networks and "None" for off-trusted. This ensures that while on a corporate network, the Zscaler Client
Connector uses the pre-established tunnels, but falls back to direct or other secure methods (like VPN or ZCC tunnel) when off-
trusted. This aligns with Zscaler's best practices for hybrid deployment.
Reference: Zscaler Digital Transformation Study Guide - Traffic Forwarding and Deployment Models > Client Connector
Forwarding Profile Settings
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