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A software project is nearing the final stage of its
lifecycle, and the development team is planning the
secure and complete removal of the application from
all systems. In which phase of the SDLC does this
activity occur?

A) End of life phase

B) Design phase

C) Testing phase

D) Implementation phase

A) End of life phase

A cybersecurity team is analyzing potential security
risks for a web application by identifying
vulnerabilities and considering possible attack
scenarios. What is this structured process called?
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WGUSecure Software Design (KEO1) Exam Sample Questions (Q103-Q108):

NEW QUESTION # 103
Which concept is demonstrated when every module in a particular abstraction layer of a computing environment can only access the
information and resources that are necessary for its legitimate purpose?

A. Elevation of Privilege

B. Privacy

C. Principle of Least Privilege
D. Confidentiality

Answer: C

NEW QUESTION # 104
Which software control test examines the internal logical structures of a program and steps through the code line by line to analyze
the program for potential errors?

A. Dynamic testing

B. Reasonableness testing
C. White box testing

D. Black box testing

Answer: C

Explanation:

White box testing, also known as clear box testing, glass box testing, transparent box testing, and structural testing, is a method of

software testing where the internal structure, design, and coding of the software are tested to verify the flow of input-output and to

improve the design, usability, and security. It involves looking at the structures that are internal to the system, with the tester having

knowledge of the internal workings of the product. This type of testing is concerned with examining the internal logical structures of
the programand is typically performed by stepping through the code line by line to analyze the program for potential errors, which

aligns with the description of the control test in question.

Control Structure Testing - GeeksforGeeks1
What is White Box Testing? - BrowserStack2
Software Testing Strategies Chapter 18 - 1IT3

NEW QUESTION # 105

The organization is moving from a waterfall to an agile software development methodology, so the software security group must
adapt the security development life cycle as well. They have decided to break out security requirements and deliverables to fit better
in the iterative life cycle by defining every-sprint requirements, one- time requirements, bucket requirements, and final security review
requirements.

Which type of requirement slates that the team must identify primary security and privacy contacts?

A. Every-sprint requirement

B. Bucket requirement

C. One-time requirement

D. Final security review requirement

Answer: B

Explanation:

Bucket requirements are ongoing requirements that do not need to be addressed every sprint but must be completed before project
completion. Identifying primary security and privacy contacts is a bucket requirement because it is a one-time, essential task that
supports security governance throughout the project lifecycle. Every-sprint requirements (D) are repeated tasks for each sprint, one-
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time requirements (C) are tasks performed once usually early in the project, and final security review (B) occurs at project end.
Agile SDL adaptation recommendations by Microsoft SDL and OWASP emphasize categorizing security tasks to fit iterative
delivery, with bucket requirements ensuring important but non-iterative activities are not overlooked.

References:

Microsoft SDL Agile Adaptation Guidelines

OWASP Secure SDLC in Agile

NIST SP 800-64: Security Considerations in Agile Development

NEW QUESTION # 106
‘Which DKEAD category has a risk rating based on the threat exploit's potential level of harm?

A. Affected users

B. Exploitability

C. Reproducibility
D. Damage potential

Answer: D

Explanation:

The DKEAD category that has a risk rating based on the threat exploit's potential level of harm is Damage potential. This category
assesses the total damage or impact that a threat could cause if it is exploited by an attacker. The risk rating in this category is
determined by evaluating the severity of the potential damage, which could range from information disclosure to complete system
destruction or loss of system availability.

References:

* DREAD Threat Modelingl

* OWASP Risk Rating Methodology2

* DREAD Threat Modeling: An Introduction to Qualitative Risk Analysis3

NEW QUESTION # 107
Which type of security analysis is performed using automated software tools while an application is running and is most commonly
executed during the testing phase of the SDLC?

A. Dynamic analysis

B. Manual code review
C. Fuzz testing

D. Static analysis

Answer: A

Explanation:

Dynamic analysis is a security testing method that involves analyzing the behavior of software while it is running or in execution. It is
most commonly executed during the testing phase of the Software Development Life Cycle (SDLC). This type of analysis is used to
detect issues that might not be visible in the code's static state, such as runtime errors and memory leaks. Automated tools are
employed to perform dynamic analysis, which can simulate attacks on the application and identify vulnerabilities that could be
exploited by malicious actors.

: The nformation provided here is verified by multiple sources that discuss security automation in the SDLC and the role of dynamic
analysis during the testing phase123.
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