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NEW QUESTION # 52 
A solutions architect needs to implement a client-side encryption mechanism for objects that will be stored in a new Amazon S3
bucket. The solutions architect created a CMK that is stored in AWS Key Management Service (AWS KMS) for this purpose.
The solutions architect created the following IAM policy and attached it to an IAM role:

During tests, me solutions architect was able to successfully get existing test objects m the S3 bucket However, attempts to upload a
new object resulted in an error message. The error message stated that me action was forbidden.
Which action must me solutions architect add to the IAM policy to meet all the requirements?

A. KmsGetKeyPolpcy
B. kmsGetPubKKey
C. Kms:GenerateDataKey
D. kms:SKjn

Answer: C

Explanation:
https://aws.amazon.com/premiumsupport/knowledge-center/s3-access-denied-error-kms/
"An error occurred (AccessDenied) when calling the PutObject operation: Access Denied" This error message indicates that your
IAM user or role needs permission for the kms:GenerateDataKey action.

NEW QUESTION # 53 
A company is planning to migrate an application from on premises to the AWS Cloud The company will begin the migration by
moving the application underlying data storage to AWS The application data is stored on a shared tile system on premises and the
application servers connect to the shared file system through SMB A solutions architect must implement a solution that uses an
Amazon S3 bucket for shared storage. Until the application is fully migrated and code is rewritten to use native Amazon S3 APIs the
application must continue to have access to the data through SMB The solutions architect must migrate the application data to AWS
(o its new location while still allowing the on-premises application to access the data Which solution will meet these requirements?

A. Create an S3 bucket for the application Copy the data from the on-premises storage to the S3 bucket
B. Create a new Amazon FSx for Windows File Server file system Configure AWS DataSync with one location for the on-
premises file share and one location for the new Amazon FSx file system Create a new DataSync task to copy the data from
the on-premises file share location to the Amazon FSx file system
C. Create an S3 bucket for the application Deploy a new AWS Storage Gateway file gateway on an on- premises VM



Create a new file share that stores data in the S3 bucket and is associated with the file gateway Copy the data from the on-
premises storage to the new file gateway endpoint
D. Deploy an AWS Server Migration Service (AWS SMS) VM to the on-premises environment Use AWS SMS to migrate
the file storage server from on premises to an Amazon EC2 instance

Answer: C

Explanation:
* Create an S3 Bucket:
* Log in to the AWS Management Console and navigate to Amazon S3.
* Create a new S3 bucket that will serve as the destination for the application data.
* Deploy AWS Storage Gateway:
* Download and deploy the AWS Storage Gateway virtual machine (VM) on your on-premises environment. This VM can be
deployed on VMware ESXi, Microsoft Hyper-V, or Linux KVM.
* Configure the File Gateway:
* Configure the deployed Storage Gateway as a file gateway. This will enable it to present Amazon S3 buckets as SMB file shares
to your on-premises applications.
* Create a New File Share:
* Within the Storage Gateway configuration, create a new file share that is associated with the S3 bucket you created earlier. This
file share will use the SMB protocol, allowing your on-premises applications to access the S3 bucket as if it were a local SMB file
share.
* Copy Data to the File Gateway:
* Use your preferred method (such as robocopy, rsync, or similar tools) to copy data from the on- premises storage to the newly
created file gateway endpoint. This data will be stored in the S3 bucket, maintaining accessibility through SMB.
* Ensure Secure and Efficient Data Transfer:
* AWS Storage Gateway ensures that all data in transit is encrypted using TLS, providing secure data transfer to AWS. It also
provides local caching for frequently accessed data, improving access performance for on-premises applications.
This approach allows your existing on-premises applications to continue accessing data via SMB while leveraging the scalability and
durability of Amazon S3.
References
* AWS Storage Gateway Overview#67#.
* AWS DataSync and Storage Gateway Hybrid Architecture#66#.
* AWS S3 File Gateway Details#68#.

NEW QUESTION # 54 
A company is using a single AWS Region (or its ecommerce website. The website includes a web application that runs on several
Amazon EC2 instances behind an Application Load Balancer (ALB). The website also includes an Amazon DynamoDB table. A
custom domain name in Amazon Route 53 is linked to the ALB. The company created an SSL/TLS certificate in AWS Certificate
Manager (ACM) and attached the certificate to the ALB. The company is not using a content delivery network as part of its design.
The company wants to replicate its entire application stack in a second Region to provide disaster recovery, plan for future growth,
and provide improved access time to users. A solutions architect needs to implement a solution that achieves these goals and
minimizes administrative overhead.
Which combination of steps should the solutions architect take to meet these requirements? (Select THREE.)

A. Use the AWS Management Console to document the existing infrastructure design in the first Region and to create the new
infrastructure in the second Region.
B. Update the configuration of the existing DynamoDB table by enabling DynamoDB Streams Add the second Region to
create a global table.
C. Create a new DynamoDB table. Enable DynamoDB Streams for the new table. Add the second Region to create a global
table. Copy the data from the existing DynamoDB table to the new table as a one-time operation.
D. Update the Route 53 hosted zone record for the application to use weighted routing. Send 50% of the traffic to the ALB in
each Region.
E. Create an AWS Cloud Formation template for the current infrastructure design. Use parameters for important system
values, including Region. Use the CloudFormation template to create the new infrastructure in the second Region.
F. Update the Route 53 hosted zone record for the application to use latency-based routing. Send traffic to the ALB in each
Region.

Answer: C,E,F



NEW QUESTION # 55 
A company plans to refactor a monolithic application into a modern application designed deployed or AWS. The CLCD pipeline
needs to be upgraded to support the modem design for the application with the following requirements
* It should allow changes to be released several times every hour.
* It should be able to roll back the changes as quickly as possible
Which design will meet these requirements?

A. Roll out At application updates as pan of an Auto Scaling event using prebuilt AMIs. Use new versions of the AMIs to
add instances, and phase out all instances that use the previous AMI version with the configured termination policy during a
deployment event.
B. Use AWS Systems Manager to re-provision the infrastructure for each deployment Update the Amazon EC2 user data to
pull the latest code art-fact from Amazon S3 and use Amazon Route 53 weighted routing to point to the new environment
C. Deploy a Cl-CD pipeline that incorporates AMIs to contain the application and their configurations Deploy the application
by replacing Amazon EC2 instances
D. Specify AWS Elastic Beanstak to sage in a secondary environment as the deployment target for the CI/CD pipeline of the
application. To deploy swap the staging and production environment URLs.

Answer: D

Explanation:
It is the fastest when it comes to rollback and deploying changes every hour

NEW QUESTION # 56 
A company is running an application distributed over several Amazon EC2 instances in an Auto Scaling group behind an Application
Load Balancer. The security team requires that all application access attempts be made available for analysis Information about the
client IP address, connection type, and user agent must be included.
Which solution will meet these requirements?

A. Enable access logs for the Application Load Balancer, and publish the logs to an Amazon S3 bucket Have the security
team use Amazon Athena to query and analyze the logs
B. Enable EC2 detailed monitoring, and include network logs.
Send all logs through Amazon Kinesis Data Firehose to an Amazon ElasDcsearch Service (Amazon ES) cluster that the
security team uses for analysis
C. Enable Traffic Mirroring and specify all EC2 instance network interfaces as the source.
Send all traffic information through Amazon Kinesis Data Firehose to an Amazon Elastic search Service (Amazon ES) cluster
that the security team uses for analysis.
D. Enable VPC Flow Logs for all EC2 instance network interfaces.
Publish VPC Flow Logs to an Amazon S3 bucket.
Have the security team use Amazon Athena to query and analyze the logs

Answer: A

Explanation:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access- logs.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html

NEW QUESTION # 57
......
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