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NEW QUESTION # 94 
In an enterprise environment, what is the primary purpose of implementing a Security Information and Event Management (SIEM)
system during incident response?
Response:

A. To oversee employee productivity monitoring
B. To manage software distributions and patches
C. To provide real-time analysis of security alerts generated by applications and network hardware
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D. To automate the payroll system

Answer: C

NEW QUESTION # 95 
Which strategy is MOST effective in managing the complexity of a large-scale digital forensic investigation in a multinational
corporation?
Response:

A. Centralizing all data to a single location for analysis
B. Conducting investigations remotely without onsite forensic capability
C. Employing distributed teams using standardized procedures and tools
D. Relying solely on external law enforcement resources

Answer: C

NEW QUESTION # 96 
Which technique is considered BEST for identifying data exfiltration during an ongoing incident in a large enterprise?
Response:

A. Regular audits of user and administrative privileges
B. Monitoring outbound traffic anomalies at the network perimeter
C. Checking the physical security logs for unauthorized access
D. Routine inventory of physical assets

Answer: B

NEW QUESTION # 97 
Which technique is MOST effective in identifying zero-day exploits during proactive threat hunting?
Response:

A. Anomaly-based detection
B. Periodic password resets
C. Rule-based access control
D. Signature-based detection

Answer: A

NEW QUESTION # 98 
Which of the following best represents a use case for applying threat intelligence in detecting modern attacks?
Response:

A. Designing a new marketing strategy
B. Tailoring security measures based on recent attack vectors observed in the industry
C. Developing user training programs
D. Conducting annual performance reviews for the security team

Answer: B
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